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1.0 Introduction 
 

1.1 Objective 

The purpose of this procedure is to define the process required for certificate maintenance for 

FPX – SMI (FPX – Simplified Merchant Interface). This will include the guide on initial setup and 

renewal process for the following: 

a) Exchange Certificate (Generated at Merchant’s/TPA’s end) 

b) FPX Certificate (Generated at PayNet) 
 
 

1.2 Definition 

This section described abbreviation used within this document. 
 

Term Definition 

FPX Financial Process Exchange 

SMI Simplified Merchant Interface 

UAT User Acceptance Test 

PayNet Payments Network Malaysia Sdn. Bhd. 

CSR Certificate Signing Request 

TPA Third Party Acquirer 

PROD Production 

Table 1: Definition 

 

1.3 Scope 

This document is applicable for certificate maintenance at all environment (UAT and Prod). 

 
 

1.4 Pre - Requisite 

The certificate is renewable, whereby upon generation of new certificate it needs to be 

uploaded at PayNet. Merchant/TPA need to ensure they are using correct Private Key 

(EX0000XXXX.key).  

**Please take note that Merchant do not need to upload the certificate received from 

sac_its@paynet.my at their end. The certificate receives just for the reference. Only PayNet 

will upload the Merchant’s certificate. 

mailto:sac_its@paynet.my
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2.0 Process Flow for Exchange Certificate Request (New) 
 

2.1 UAT Environment 
 
 
 
 
 
 
 
 

 

 
 

 

 
Diagram 1: Process Flowchart for exchange certificate (new) of UAT Environment 

 

2.1.1 Procedure for Exchange Certificate Request 
 

2.1.2 Windows Platform 

1) Generation of Private Key and CSR at Merchant’s/TPA’s End 

a) Generate private key using OPENSSL command 

▪ Command to generate Private Key → Openssl genrsa -out EX00000298.key 

2048 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key 

EX00000298.key -new -sha256 

**Note: EX00000298 will be the Exchange ID provided ** 

 
Figure 1: Generate Private Key 

 
 
 

PayNet Security 

Administrator to 

approve the request 

Email the CSR file to 

sac_its@paynet.my 

Merchant/TPA 

Generate Private 

Key & CSR 

(PayNet) – FPX Webview 

Upload and authorize 

Merchant Certificate 

(Merchant/TPA) – Server 

Merchant/TPA will receive 

the certificate from 

sac_its@paynet.my  
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Figure 2: Generate CSR File 

 
 

b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

Figure 3: Information in the certificate 

 

c) Sample of Private Key 
 

Figure 4: Sample of Private Key 
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d) Sample of CSR File. 

Figure 5: Sample of CSR File 

 
 

2.1.3 Linux Platform 

1) Generation of Private Key and CSR at Merchant’s/TPA/s End 

a) Generation a private key and CSR using OPENSSL command 

▪ Command to generate Private Key → Openssl genrsa -out EX00000298.key 

2048 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key 

EX00000298.key -new -sha256 

 
**Note: EX00000298 will be the Exchange ID provided ** 

Figure 6: Generate Private Key 

 
 

Figure 7: Generate CSR File 
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b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

Figure 8: Information in the certificate 

 

2) Sample of Private Key 
 

Figure 9: Sample of Private Key  

 

3) Sample of CSR File 
 

Figure 10: Sample of CSR File  
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2.1.4 Method for CSR submission 

• Submit the CSR file to PayNet for Approval 

a) Email the CSR file generate to sac_its@paynet.my 

b) Kindly provide the following info: 

➢ Exchange Name 

➢ Exchange ID 

➢ Contact Person 

c) New certificate will be emailed from Certificate Management 

• Merchant to ensure to use correct Private Key and place the Private Key into correct Path. 
 
 
 

2.2 PRODUCTION Environment 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 

Diagram 2: Process of Flowchart for exchange certificate (new) of PRODUCTION environment 

Submit CSR via MSC 

Trusgate online 

enrolment portal 

(Merchant/TPA) – Server 

Merchant/TPA will receive the 

certificate from 

sac_its@paynet.my 

Paynet – FPX Webview 

Upload and authorize 

Merchant Certificate 

Merchant/TPA 

Generate Private 

Key & CSR 

PayNet Security 

Administrator to 

approve the request 
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2.2.1 Procedure for Exchange Certificate Request 
 

2.2.2 Windows Platform 

1) Generation of Private Key and CSR at Merchant’s/TPA’s End 

a) Generate a private key using OPENSSL command 

 

▪ Command to generate Private Key → Openssl genrsa -out EX00000298.key 2048 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key 

EX00000298.key -new -sha256 

 

**Note: EX00000298 will be the Exchange ID provided ** 

 
Figure 11: Generate Private Key 

 
 
 

 
Figure 12: Generate CSR File 

 
b) Information that will be incorporated into the certificate request. Please leave A 

challenge password and An optional company name blank. 

Figure 13: Information in the certificate 
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c) Sample of Private Key 

 
Figure 14: Sample of Private Key  

d) Sample of CSR File 

Figure 15: Sample of CSR File  

2.2.3 Linux Platform 

1) Generation of Private Key and CSR at Merchant’s/TPA’s End 

a) Generate a private key and CSR using OPENSSL command 

▪ openssl genrsa –out EX00000298.key 2048 

▪ openssl req –out EX00000298.csr –key EX00000298.key –new –sha256 

**Note: EX00000298 will be the Exchange ID provided ** 

Figure 16: Generate Private Key  

 

Figure 17: Generate CSR File  

 



Guidelines on Exchange Certificate Management (V1.7) Doc. Ref. 600-30/3/0001274 

© 2020 PayNet. Internal Use Only Page 15 of 36 

 

 

b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

Figure 18: Information in the certificate  

 
 

c) Sample of Private Key 
 

Figure 19: Sample of Private Key  

d) Sample of CSR File 
 

Figure 20: Sample of CSR file  
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2.2.4 Method for CSR submission 

1) Submit CSR file to MSC Trustgate for Approval 

a) Submit the CSR to the following URL: 

 https://www.msctrustgate.com/mytrustid/enrollment?q=paynetfpx 

 

 

 

 

Figure 21: MSC Trustgate Portal Page 

 

b) Click Next button 

 
Figure 22: Select package page 

 

d) Click Next button 

e) Paste your CSR file into CSR information field

https://www.msctrustgate.com/mytrustid/enrollment?q=paynetfpx
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Figure 22: CSR Submission page 

 
f) Fill in Application Information and Certificate Information then click Next 

 

 
Figure 23: Online enrolment form  
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Figure 24: Confirmation on CSR submission  

 
 

Figure 26: Confirmation page 
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Figure 27: Certificate will send via email from noreply@playnet.my 

 

2) Keep the new exchange certificate for your reference 

•  Merchant to ensure to use correct Private Key and place the Private Key into correct Path. 
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3.0 Process Flow for Exchange Certificate Request (Renewal) 
 

3.1 UAT Environment (New Key) 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
Diagram 3: Process of Flowchart for exchange certificate (renewal) of UAT Environment 

 
 

3.1.1 Procedure for Exchange Certificate Request 

 
3.1.1.1 Windows Platform 

 

1) Generation of Private Key and CSR at Merchant’s/TPA’s End. 

a) Generate a private key using OPENSSL command 

 

▪ Command to generate Private Key → Openssl genrsa -out EX00000298.key 2048 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key 

EX00000298.key -new -sha256 

 

**Note: EX00000298 will be the Exchange ID provided ** 

 
Figure 25: Generate Private Key 

 

PayNet Security 

Administrator to 

approve the request 

(PayNet) – FPX Webview 

Upload and authorize 

Merchant Certificate 

(Merchant/TPA) – Server 

Merchant/TPA will receive the 

certificate from sac_its@paynet.my  

Email the CSR file to 

sac_its@paynet.my 

Merchant/TPA 

Generate new 

Private Key & CSR 
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Figure29: Generate CSR File 

 
b) Sample of Private Key 

Figure30: Sample of Private Key 

 

c) Sample of CSR File 

Figure31: Sample of CSR file 
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3.1.1.2 Linux Platform 

) Generation of Private Key and CSR at Merchant’s/TPA’s End 

a) Generate a private key and CSR using OPENSSL command 

▪ Command to generate Private Key → Openssl genrsa -out EX00000298.key 2048 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key 

EX00000298.key -new -sha256 

 
**Note: EX00000298 will be the Exchange ID provided ** 

Figure 32: Generate Private Key 

b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure33: Information in the certificate 

 

c) Sample of Private Key 
 

Figure 22: Generate CSR File 

Figure 34: Sample of private key 
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d)  Sample of CSR File 

Figure 35: Sample of CSR file 

 
 

3.2  Existing Key 
 
 
 
 
 
 
 
 
 

 

 
 
 
 
 

 
 
 
 
 
 
 

 
Diagram 4: Process of Flowchart for Exchange Certificate Request (renewal) of Existing Key 

Paynet Security 

Administrator to 

approve the request 

Merchant/TPA – Server 

Merchant/TPA will receive the 

certificate from 

sac_its@paynet.my and 

upload at their end 

(PayNet) – FPX Webview 

Upload and authorize 

Merchant Certificate 

Email the CSR file to 

sac_its@paynet.my  

Merchant/TPA 

Generate CSR 

using existing key 
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3.2.1 Procedure for Exchange Certificate Request 

 

3.2.1.1 Windows Platform 

1) Generation of Private Key and CSR at Merchant’s/TPA’s End 

a) Generate CSR using existing private key 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key EX00000298.key -

new -sha256 

** Note: EX12345678 will be the Exchange ID provided ** 
 
 

 

 
Figure 36: Generate CSR using existing private key 

 

b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

Figure 37: Information in the certificate 

 

c) Sample of Private Key 

Figure 38: Sample of Private Key 
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d) Sample of CSR File 
 

 

Figure 39: Sample of CSR file 

 

3.2.1.2 Linux Platform 

) Generation of CSR using existing private key at Merchant’s/ TPA’s End 

a) Generate a private key and CSR using OPENSSL command 

 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key 

EX00000298.key -new -sha256 

** Note: EX00000298 will be the Exchange ID provided ** 

 

Figure 40: Generate CSR file 

 

b) Information that will be incorporated into the certificate request. Please 
leave A challenge password and An optional company name blank. 

Figure 41: Information in the certificate 
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c) Sample of Private Key 
 

Figure 42: Sample of Private Key 

 
 

d) Sample of CSR File 
 

Figure 43: Sample of CSR File 

 

3.2.1.3 Method for CSR submission 

) Submit the CSR file to PayNet for approval. 
a) Email the CSR file generated to sac_its@paynet.my 
b) Kindly provide the following info: 

 
➢ Exchange Name 
➢ Exchange ID 
➢ Contact Person 

 
c) New certificate will be emailed from Certificate Management. 

• Merchant to ensure to use correct Private Key and place the Private Key into correct 
Path. 

 

) Keep the new exchange certificate for Merchant reference

mailto:sac_its@paynet.my
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3.3 PRODUCTION Environment 
 

3.3.1 New Key 
 

 

 
 
 
 

Diagram 5: Process Flowchart for Production Environment of New Key 

 

3.3.1.1 Procedure for Exchange Certificate Request 

 
3.3.1.1.1 Windows Platform 
 

1) Generation of Private Key and CSR at Merchant’s/ TPA’s End 

a) Generate a private key using OPENSSL command 

 

▪ Command to generate Private Key → Openssl genrsa -out EX00000298.key 2048 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key EX00000298.key -

new -sha256 

 

**Note: EX00000298 will be the Exchange ID provided ** 

 
Figure 44: Generate Private Key 

Submit CSR via MSC 

Trustgate online 

enrolment portal 

PayNet Security 

Administrator to 

approve the request 

Merchant/TPA 

Generate Private 

Key & CSR 

(PayNet) – FPX Webview 

Upload and authorize 

Merchant Certificate 

Merchant/TPA – Server 

Merchant/TPA will receive 

the certificate from MSC 

Trustgate site and upload at 

their end 
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Figure 45: Generate CSR File 

 
 

b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

Figure 46: Information in the certificate 

 
 

c) Sample of Private Key 

Figure 47: Sample of Private Key 
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d) Sample of CSR File 
 

 
 

3.3.1.1.2 Linux Platform 

1) Generation of Private Key and CSR at Merchant’s/TPA’s End 

a) Generate a private key and CSR using OPENSSL command 

▪ Command to generate Private Key → Openssl genrsa -out EX00000298.key 2048 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key EX00000298.key -

new -sha256 

** Note: EX00000298 will be the Exchange ID provided ** 

 

Figure 49: Generate Private Key 

 

b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 50: Information in the certificate 

Figure 36: Generate CSR file 

 

Figure 48: Sample of CSR file 
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c) Sample of Private Key 
 

Figure 51: Sample of Private Key 

 
 

d) Sample of CSR File 

Figure 52: Sample of CSR file 
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3.3.2 Existing Key 

 

 

 

 

 

 
 

Diagram 6: Process of Flowchart for Production Environment of Existing Key 

 

3.3.2.1 Procedure for Exchange Certificate Request 

 
3.3.2.1.1 Windows Platform 
 

1) Generation of Private Key and CSR at Merchant’s/TPA’s End 

a) Generate CSR using existing private key 

▪ Command to generate CSR → openssl req -out EX00000298.csr -key EX00000298.key -

new -sha256 

** Note: EX00000298 will be the Exchange ID provided ** 
 

 

 

 

 
 

Figure 53: Generate Private Key 

Submit CSR via 
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b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

Figure 54: Information in the certificate 

 

c) Sample of CSR File 
 

Figure 55: Sample of CSR File 

 

3.3.2.1.2 Linux Platform 

Generation of CSR using existing private key at Merchant’s/TPA’s end 

 
a) Generate Private Key and CSR using OPENSSL command 

4 Command to generate Private Key → Openssl genrsa -out EX00000298.key 2048 

5 Command to generate CSR → openssl req -out EX00000298.csr -key 

EX00000298.key -new -sha256 

** Note: EX00000298 will be the Exchange ID provided ** 

Figure 56: Generate Private Key 
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b) Information that will be incorporated into the certificate request. Please leave A 
challenge password and An optional company name blank. 

Figure 57: Information in the certificate 

 
 

c) Sample of CSR file 
 

 

Figure 58: Sample of CSR File 
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3.3.3 Method for CSR submission 

3.3.3.1 Submit CSR file to MSC Trustgate for Approval 

a) Submit the CSR to the following URL: 
 

https://www.msctrustgate.com/mytrustid/enrollment?q=paynetfpx 

 

 

 

 

Figure 59: MSC Trustgate Portal Page 

 

b) Click Next button 

 
Figure 60: Select package page 

 

d) Click Next button 

e) Paste your CSR file into CSR information field

https://www.msctrustgate.com/mytrustid/enrollment?q=paynetfpx
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Figure 61: CSR Submission page 

 
f) Fill in Application Information and Certificate Information then click Next 

 

 
Figure 62: Online enrolment form  
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Figure 63: Confirmation on CSR submission  

 
 

Figure 64: Confirmation page 
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Figure 65: Certificate will send via email from noreply@playnet.my 

 

3.3.3.2 Keep the new exchange certificate for your reference 

 

• Merchant to ensure to use correct Private Key and place the Private Key into correct Path. 

mailto:noreply@playnet.my
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4.0 FPX Certificate 
 

4.1 Download and install latest FPX Certificate 
 
 

▪ Go to https://exchange.fpx.prod.inet.paynet.my/ 

▪ Go to Certificate 

▪ FPX UAT Cert (fpxuat.cer) – UAT environment 

▪ FPX Production Cert (fpxprod.cer) – Production Environment 

 

Figure 26: Merchant/TPA and Bank to download the latest FPX Certificate from the Portal 

 

 

4.2 Renewal of FPX Certificate 
 

4.2.2 Below is the naming convention that has to be followed for renewal process: 

▪ UAT → change from fpxuat.cer to fpxuat_current_cer 

▪ Production → change from fpxprod.cer to fpxproud_current.cer 

 
Note: Refer to Sample Source Codes for FPX document on how to incorporate the renewal 

of FPX Certificate function into Merchant’s existing system. 
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