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1.0

1.1

1.2

13

14

Introduction

Objective

The purpose of this procedure is to define the process required for certificate maintenance for
FPX — SMI (FPX — Simplified Merchant Interface). This will include the guide on initial setup and
renewal process for the following:

a) Exchange Certificate (Generated at Merchant’s/TPA’s end)
b) FPX Certificate (Generated at PayNet)

Definition

This section described abbreviation used within this document.

Term Definition

FPX Financial Process Exchange

SMI Simplified Merchant Interface

UAT User Acceptance Test

PayNet Payments Network Malaysia Sdn. Bhd.
CSR Certificate Signing Request

TPA Third Party Acquirer

PROD Production

Table 1: Definition

Scope

This document is applicable for certificate maintenance at all environment (UAT and Prod).

Pre - Requisite
The certificate is renewable, whereby upon generation of new certificate it needs to be
uploaded at PayNet. Merchant/TPA need to ensure they are using correct Private Key

(EXO000XXXX.key).

**Pplease take note that Merchant do not need to upload the certificate received from

sac_its@paynet.my at their end. The certificate receives just for the reference. Only PayNet

will upload the Merchant’s certificate.

© 2020 PayNet. Internal Use Only Page 7 of 36
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2.0 Process Flow for Exchange Certificate Request (New)
2.1 UAT Environment

Merchant/TPA
Generate Private
Key & CSR l

Email the CSR file to
sac_its@paynet.my

}

PayNet Security
Administrator to
approve the request

I
! !

(PayNet) — FPX Webview (Merchant/TPA) — Server
Upload and authorize Merchant/TPA will receive
Merchant Certificate the certificate from

sac_its@paynet.my

Diagram 1: Process Flowchart for exchange certificate (new) of UAT Environment

2.1.1 Procedure for Exchange Certificate Request

2.1.2  Windows Platform
1) Generation of Private Key and CSR at Merchant’s/TPA’s End

a) Generate private key using OPENSSL command

] Command to generate Private Key = Openssl genrsa -out EX00000298.key
2048
] Command to generate CSR - openssl req -out EX00000298.csr -key

EX00000298.key -new -sha256

**Note: EX00000298 will be the Exchange ID provided **

Figure 1: Generate Private Key

© 2020 PayNet. Internal Use Only Page 8 of 36
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Figure 2: Generate CSR File

b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

Figure 3: Information in the certificate

c) Sample of Private Key

————BEGIN RSA PRIVATE KEY -———
MIEpAIBAAKCAQEAOKZGIAKO+*Dp+D9%aP4sczN2CGCBRDCgmSEBZM/+ ZwBocelU22u
IVDewIMpRGNM+SbhuSP/AXRgvin3ICysNwBuPqQWISL+DEMNKOVHctpQxbGec2dBa
ZACIvAQOIOPIZHsNVDzZ09h4WIB XY 1 OgHDIVFwW3pjuvVnM G ShabS 1AkmoR/dzoVkdsop
8ZxIMHa1S53RIOXqakKB22gIBCP1WIKG28K+qQo+CGRQOQ+CqrkH3OWRPIPTAMKY Zy0YC
DIBxSYVJAZNRTVEIV7g3Iwl xs6wKbDOvriDEXEqvgY PttmAMmTRPCO9cnSrUWzO bGIS
PgR5DA71IqpawliwQSUYhzxbngnRBRrghvGeORKwIDAQABAOIBAGqDedsmob/mCOb
DArTi3wnhbXdF EtVNHWA4a/czKQMicmic 7/AUtv X X OmQMegGIWAIONSInp27S22HFH
8G1TESSEQOMESpLAVOBM 1 vXeP14BtJGO9dEacCdTHIP/PGGFhQ+ 1 ZARNShr2M8yh
SlLribgY SvacEc1te7/8WI2saAbR 7 71OSIVD2yy+Q76HG abOQOmMmdReFk 720p 1hy Pt
YETNRL7ZMVoONJhDIPHG zqOdY +Q1PQGeXiBgvdpaAbl sfyPdclt2/EE yeQuviAahp
OCE+7/63RIDXUTLUJMIEIZY FgUrCvMEBE ZrgSCO 1 xSKERIFPIEAqQyhphKkMuzoziqZ
SelUINKCgYEABGQOKSOXAGXPKSRqQUrcOps38MZoS94vght IR JI7Z2vIniNDY foNE 1
HKzScRMhvdFSduEgqmaH 7Lt 1pcJSIY 1/RKsSWIOIX G xSWbHxF+WiIYriMGaDV TN 7hFhuMc
MY A45IxbZky8QuleualORIyba4dOsY xMug90EBhd7Ic+dINEXKO9PwW+kNAdSB8CgYEASGrp
eh2qyOECS1ITJoKwM sV IXDG 7rX2mPSY x01dmN/Se3RVMrx4 TEuNzXN42586
ADBKA41LrNd47 TH7THEZ2RYBE8xARPG/MOQEBevTAWTGUuGOHF +whVWVgmSQhFriNAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqgsgOIBXIMSGXILVUCgGYEAhgw366L/OJKG TIdSNW+LU)
XttvB/QIWDAHhY al pQWSysGunSnCp386tb0QNOSqy/NYAVIhdhUSdHSRR3IMGgxomf
Z2rM G JIgiIMm79xMYNIBLelL EAOJ4LgIAUHGOANyBAASITMMIKSS+d3TYPKkDaAbL) fw
B+8LCcIOTZTNVMAhWXONhTdUsCgYEAINeSMEugVa4/Xael M 7ryCSLJIEBSOOO0IO3MI
TufY9oh3k+CSDrgPprR2F9/LGtcOFB4IpEIwVwImMdhtAQ M Wasm+6i90QCSIvirOJ)
RQQUEGRFRPOrJpYIRDFRUT20I1gJWVsDEFBrESnwG VHMY Xe 7IPZY I EuCuZiF XPD1WXZb
07walaOCgYBISBFODNWEsSCVIBOwWrF+OPurd4dm/vSBtVE1 /) JvxIZQBWz4r4BwEPC
GIPOVaM3)czgySMWVCTUNMEBPIBN ThKITYdo+vimZG2myn3Do3w7rqrROwTly8/cxc
V+QBWQqQOYEJpH+7hhPGmzaF iSwsejSznJR+KiyWS+1IZFkCv+T7i Q==

END RSA PRIVATE KEY -

Figure 4: Sample of Private Key

© 2020 PayNet. Internal Use Only
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d) Sample of CSR File.

~~~~~ BEGIN CERTIFICATE REQUEST-—-
MIICBTCCAJKCAQAWeZELMAKGATUEBhMC TVKXCzAJBgNVBAGTAKIMMQswCQYDVQQ
H
EwJXUDEQMA4GATUEChMHTXIDBbG VhejELMAKGATUECXMCQUQxDDAKBgNVBAMTAD
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5SteTCCASIwDQYJ
KoZIhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/Wi+LHMzdghggUQwap
4+egWTP/mcAXHINtryVQ3sNZKURpSePkm4buT/410ar 7Y 595QsrDcADIGIvS/gxH
2ZDIR3LaUMWxnNNQWMQAIL3UPT7ex7J1Q89PYeF pfMWIVYB2yFRCeNGY 71ZzBuYWm
0tQJIJIQE3¢c6F ZHDKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqqsSB
9z0lj[420wJpG GetGAg4d/MeWF XdibU 1RNa1ed4N ycC8bOsCmwILBw7VxKr4GD7bZgJ
kzwvXJ+alFszmxpZU4EeQ+O7aqWsNMEEIGIc8WS54J0fEaGofxntESsCAwWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsSZWFyMBcGCSqGSIb3DQEJBZEKEWhwY XNzd29y
ZDANBgkghkiGIWOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQOIGGi+2frdx3h90ou
qQWpfppqbBuGWekvimMOj20YAtglA+O34bsBD8Wkbp8qyBMOIb2mivg0f8T4c/ak)
Vp6eqtdNI7SL1pP5GgQQGMKYSVGTB+6CFTgBWymkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4An0Sihc2qB7prROHYWGpEErUAZ8XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHQRp3QQ32M020HCEFU30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030MSbOWTE8G 1/p0EQF quSRjUyIIhHIUIBG2VAZv3pBNIvA==

----END CERTIFICATE REQUEST----

Figure 5: Sample of CSR File

2.1.3 Linux Platform
1) Generation of Private Key and CSR at Merchant’s/TPA/s End

a) Generation a private key and CSR using OPENSSL command

. Command to generate Private Key = Openssl genrsa -out EX00000298.key
2048
Ll Command to generate CSR - openssl req -out EX00000298.csr -key

EX00000298.key -new -sha256

**Note: EX00000298 will be the Exchange ID provided **

Figure 6: Generate Private Key

Figure 7: Generate CSR File

© 2020 PayNet. Internal Use Only Page 10 of 36
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b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

Figure 8: Information in the certificate

2) Sample of Private Key

-—-——BEGIN RSA PRIVATE KEY -
MIEpAIBAAKCAQEAOKZGIAKOoO+Dp+D9aP4sczN2CGCBRDCgnS6BZM/+ ZwBecelU22u
IVDewIMpRGNM+SbhuSPAXRgviin3ICysNwBuPqQWISL+DEINKOVHctpQxbGc2dBa
ZACIvdQIPIZHsSNVDzZ09h4WIB XY 1I9gHbIVFw3pjuVnM G ShabS 1AkmoR/dzoVkdsop
8ZxIMHa1S53RIXqaKkKB22gIBCP1WIKG2z8K+qe+GRQQ+CgrkH3OWRPIPTAMKY Zy0YC
DIBxSYVAZRTVEIV7g3Iwl xs6wKbD OvriDtIXEqvgY PttmAMTRPCO9cnSrUWzObGIS
PgR5DA471qgpawliwQSUYhzxbngnRBRrghWGeORKwIDAQABAOIBAGqDedsmoby/mCObL
barTiI3wrnthbXdF EtVNHW4/czKQMIicmic 7/ Uty X XOmQMegBIWAION9Inp27S22HFH
8GI1TESSEQOQMESpLAVOBM 1 vXePt4BlIGOdEacCdTHIP/PGGFhQ+ 1 ZARNBhr2M8yh
3LribgY SvackEc1te7/8WI2saAbR 7 7MIOSIVD2yy+Q76HG abQOmdReFk 720p 1hy Pt
YETNRL7MVoNdhDIPHbGzqOdY +Q1PQGeXiBgvdpaAbl sfyPdct2/EE yeQuviAahp
0CE+7/63RIDXUTLUJMIEIZY FgUrCvMBE ZrgSCO 1 xSKERIPIEAqyhphKMuzoziqZ
SelUINKCggYEABGQOKSOXAGXPKSRqQUrcOps38MZoS594vghtJRJI72vIniNDY foNE 1
HKZ9cRMhvdFSduEgqmaH 71t 1 pcJSIY 1/RksSWIX G xSWbHxF+WiYriMGaDV TN 7hFhuMc
MY 45IxbZky8QuleualOR Iyb4adOsY xMug90EBhd7Ic+dINEXKI9Pw+kNJdSB8CgagYEASGrp
eh3qyOECS 1T JoKwM sV IXEG 7r2X2mPSY x01dmN/Se3RVMrx4 TEunzXN42586
ADBKA41LrNd47TH7THEB2RYBEXARPG/MQEBevTAWTGUGOHF +whVVagmSQhFriNAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqsgOIBXIMSGXLVJUCgGYEAhgw366L/OJKG TIdSIVW+U
XttvB/QIWDHhY al pqWhysGuSnCp386tb0QNOSqy/NY AVIhdhUSdHSRR3IMGgxomf
z2qrnM G JIgiIm79xMYNIBLelLEAOJ4LgIAUHGOANYBAASITMMIKSS8+d3TYPKDaAbL) fw
B+8LCCcIHZTNVMAhWXONhTdUsSCgYEAINeSMEugVa4/Xael M 7ryCSLJIEBSO0O0IO3MI
TufY90h3k+CSDrgPprRIFY/LGIcOFB4IpEIwWVwImdhtAQfTWqsm+6i90QCEIviOJ
RQQOEGPRPOrJpYIRDFRUT20IgJWVsDEFBrESnwGVHMY Xe7IPZY IEuCuZF XPh1WXZb
07walalCgYBISBFODNWEsCVIBOwrF+OPurd4m/vSBtVE1U/JJvxI3QBWz4r4BwEPC
GIiPOVaM3jczgy3MWVCTUNMEBPIBN ThKITY 4o+ vimZG2myn3Do3w7rqkOwTly8/cxc
V+QBWQOyYEJpH+7hhPGmzaF iSwsejSznJR+KiyWS+1IZFkCv+T7i Q==

—-END RSA PRIVATE KEY -

Figure 9: Sample of Private Key

3) Sample of CSR File

—-—-BEGIN CERTIFICATE REQUEST-—--
MIICBTCCAdKkCAQAwWezELMAKGATUEBhMC TVKxCzAJBgNVBAGTAKIMMQswCQYDVQQ
H

EwJXUDEQMA4GATUEChMHTXIDbG VhelELMAKGATUECXMCQUQxDDAKBgNVBAMTAO
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5SteTCCASIwDQYJ
KoZIhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/\Wi+LHMzdghggaUQwap
4+egWTP/mcAXHINtrvVQ3IsNzZKURpSePkm4buT/410ar 7Y 595QsrDcAbIGlvS/gxH
2ZDIR3LaUMWxnNNnQWMQAIL3UPT7ex7J 1Q89PYeF pfMWIVYB2yFReNGY 71ZzBuYWm
0tQJIJGEI3cB6F ZHDKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqq5B
9z0lj[420wJpG GetGAg4a/MeWF XdibU 1RNa1ed4N ycC8bOsCmwIlLBw7VxKr4GD7bZgJ
kzwvXJ+alFszmxpZU4EeQ+O7aqWsNMEEIGIc8WS4J0fEaGofxntESsCAwWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsSsZWFyMBcGCSqGSIb3DQEJBZEKEWhwY XNzd29y
ZDANBgkghkiGIWOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQOIGGi+2frdx3h90ou
qWpfppgbBuGWekvS5mMOj20Y AtglA+O34bsBD8Wkbp8qyBMOIb2mivg0f8T4c/ak)
Vp6eqtdNI7TSL1pP5GgQQGMKYSYIGTB+6CFTgBWymKkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7prROIHYWGpEErUAZ28XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHgRp3QQ32M020HCEF U 30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030M5bOWT8G 1/p0EQF quSRIUyIThHIUIGg2VAZ v3pBN fvA==

---END CERTIFICATE REQUEST

Figure 10: Sample of CSR File
© 2020 PayNet. Internal Use Only Page 11 of 36
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2.1.4 Method for CSR submission

e Submit the CSR file to PayNet for Approval
a) Email the CSR file generate to sac_its@paynet.my
b) Kindly provide the following info:
» Exchange Name
> Exchange ID
» Contact Person
c) New certificate will be emailed from Certificate Management
e Merchant to ensure to use correct Private Key and place the Private Key into correct Path.

2.2 PRODUCTION Environment

=
=3

Diagram 2: Process of Flowchart for exchange certificate (new) of PRODUCTION environment

© 2020 PayNet. Internal Use Only Page 12 of 36
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2.2.1  Procedure for Exchange Certificate Request

2.2.2 Windows Platform

1) Generation of Private Key and CSR at Merchant’s/TPA’s End
a) Generate a private key using OPENSSL command

] Command to generate Private Key = Openssl genrsa -out EX00000298.key 2048

] Command to generate CSR -> openssl req -out EX00000298.csr -key
EX00000298.key -new -sha256

**Note: EX00000298 will be the Exchange ID provided **

Hx 18881 )

Figure 11: Generate Private Key

openssl req -out EX888882 - Ex8da8d

Figure 12: Generate CSR File

b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.
T iill be

= W
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c) Sample of Private Key

»»»»» BEGIN RSA PRIVATE KEY-——-
MIEpAIBAAKCAQEAOKZGIAKOO+*Dp+D9aP4sczN2CGCBRDCgmS6BZM/+ ZwBocelU22u
IVDewIMpRGNMM+SbhuSPAXRgIn3ICysNwBuPqQWISL+DEINKOVHctpQxbGec2dBa
ZACIvAdQIOPIZHsSNVDZ09h4WIBxXY I 9gHDbIVFwW3pjuVvVnM G ShabS 1AkmoR/dzoVKkdsop
8Zx1MHa1S53ROXqakKB22gIBCP1WIKGz8K+qQe+ GRQQ+CgrkH3OIWRPIPTAMKY Zy0YC
DiBxS5YVAZRTVE1IV7g3Iwl xs6wKbD OviDIXEqvgY PttmAMmTRPCO9cnSrUWzObGIS
PgR5DA4A71qpawliwQSUYhzxbngnRBRrghVGeORKwIDAQABAOIBAGqDedsmoby/mCOb
bArTi3wnthbXdF EtVNHW4/czKQMiicmic 7/ Utv X XOmQMegGIWAIONSInp27S22HFH
8G1TESSEQOMESpLAVOBM 1 vXePt4BLUGOdEacCdTHIP/PGGFhQ+ 1 ZARNBhr2ZM8yh
3LribgY SvacEc1te7/8WI2saAbR 7 7THIOSIVD2yy+Q76HG abQmdReFk720p 1hy Pt
YETNRL7MVoNdhDIPHGzqOdY +Q1PQGcXiGgvdpaAblLsfyPdcit2/EE yeQuviAahp
O0CE+7/63RIDXuUTLUIJMIEIZY FgUrCvMBE ZrgSCO 1 xSKERIPIEAqQyhphKMuzoziqZ
SelUINKCggYEABGCGQOKSOXAGXPKSRqQUrcOps38MZoS594vghtJRJI7ZvIniNDY ToNE1
HKZ9cRMhvdFSduEqmaH 71t 1 pcJSIY 1/RKksSWIX G xSWLHxF+WiYriMGaDV TN 7hFhuMc
MY 45IxbZky8QuieualR Iyb4adOsY xMugl0EBhd7Ic+dINnEXKI9Pw+kNJdSB8CgYEASGrp
eh3qyOECS 1T JoKwM sV IXEG 7rX2mPSY x01dmN/Se3RVMrx4 TEunzXN42586
AVBKA41Lrd7TH7THEZRYBExARP/MOQEBevTAWTGUGOHF +whVWagmSQhFriNAGK+ 1D
DOrvmOrdZkneiuelez¥Y hjgkqgsgOIBXIMSGXLVIUCgGYEAhgw366L/OJKG TIdS VWU
XttvB8/QIWDHhY al pqWhysGuSnCp386tb0QNOSqy/NYAVIhdhUSdHS5RR3IMGgxomf

2GNM G JgIIm79xMYN3Bbel EAOJ4bgfAUHGOAhjySAASITMMI1KSS8+d3TYPkDaAb fw
B+8LCCcITZTNVMAhWXOhTdUsCgYEAtNeSMEugVa/Xael M7ryCS5LJIEBS000IO3MI
TufY90Oh3k+CSDrgPprRIFNLGtcOFB4IpEIwVwImdhtAQfMIWqsm+6i190QCSIviO )
RQQUEGPFRPOrJpYIRDFRU T20I1gJWVsDEFBrESnwGVHMY Xe 7IPZY I EuCuZF XPh1WXZb
07walalCgYB8BFDNWEsSCVIBOwWrF+OPur44m/vSBtVE1U/JJvxI2ZQBWz4r4BwEPC
GIPOVaM3)czgy3MWVCTUNMEBPIDN ThKITY 4o+ vmZG2myn3Do3w7rqkOwTlyB/cxc
V+QBWQqQOyYEJpH+7hhPGmzaFiSwsejSzrnJR+KiyVS+1IZFkCv+T7i Q==

----- END RSA PRIVATE KEY -

Figure 14: Sample of Private Key

d) Sample of CSR File

----- BEGIN CERTIFICATE REQUEST-—-

MIICB8TCCAdkCAQAwWezELMAKGATUEBhMC TVKxCzAJBgNVBAgTAKIMMQswCQYDVQQ
H

EwJXUDEQMA4GATUEChMHTXIDbG VheELMAKGATUECXMCQUQxDDAKBgNVBAM TAO
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5teTCCASIwDQYJ
KoZlhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/Wi+LHMzdghggUQwap
4+egWITP/mcAXHINtrvVQ3IsNzZKURpSePkm4buT/410ar 7Y 595QsrDcAbIGIvS/gxH
2ZDIR3LaUMWxnNNQWMQAIL3UPT7ex7J1Q88PYeF pMWIVYB2yFRCENGY 71ZzBuYWm
0tQJIJIQE13¢c6F ZHDKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqqs5B
920lj420wJpG GetGAg4/MeWF XdibU 1RNa1e4NycC8bOsCmwILBw7VxKr4GD7bZgJ
kzwyXJ+alFszmxpZU4EeQ+O7aqWsNMEEIGIc8WS54J0fEaGofxntESsCAWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdte WNSZWFyMBcGCSqGSIb3DQEJBZEKEWhwY XNzd29y
ZDANBgkqghkiGIwOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQOIG 6i+2frdx3h9ou
qWpfppqbBuGWekvSmMOj20YAtglA+O34bsBD8WKbp8qyBMOIb2mivg0f8T4c/ak)
Vp6eqtdNI7SL1pP5GgQAQGMKYSVIGTB+6CF TgBWymkQ6fydyFS5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7prROIHYWG pEErUA28XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHgRp3QQ32M020HCEFtU30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030MSbOWT8G 1/p0EQF quSRjUyIIhHIUIBG2VAZv3pBNIvA==

----- END CERTIFICATE REQUEST -

Figure 15: Sample of CSR File

2.2.3 Linux Platform

1) Generation of Private Key and CSR at Merchant’s/TPA’s End
a) Generate a private key and CSR using OPENSSL command
= openssl genrsa —out EX00000298.key 2048
=  openssl req —out EX00000298.csr —key EX00000298.key —new —sha256

**Note: EX00000298 will be the Exchange ID provided **

Figure 16: Generate Private Key

Figure 17: Generate CR File
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b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

Figure 18: Information in the certificate

c) Sample of Private Key

-————BEGIN RSA PRIVATE KEY -———
MIEpAIBAAKCAQEAOKZGIAKOO*Dp+D9aP4sczN2CGCBRDCgnS6BZM/+ ZwBocelU22u
IVDew3IMpRGNM+SbhuSPAXRgviin3ICysNwBuPqQWSL+DEINKOVHctpQxbGec2dBa
ZACIvAQIPIZHsSNVD Z09h4WIB XY 1 OgHbIVFw3pjuVnM G ShabS 1AkmoR/dzoVkdsop
8ZxIMHa1S53RIXqaKkKB22gIBCP1WIKG2z8K+qe+GRQAQ+CagrkH3OIWRPIPTAMKY Zy0YC
DIBxSYVAZNRTVE I V73wl xs6wKbD OvriDtIXEqvgY PttmAMTRPCO9cnSrUWzObGIS
PgR5DA71qpawliwQSUYhzxbngnRBRrghVGeORKwIDAQABAOIBAGqDedsmoby/mCOb
bArTiI3wnthbXdF EtVNHW4/czKQMIicmic 7/ AUty X XOmQMegGIWAIONSMnp27S22HFH
8G1TESSEQOQMESpLAVOIBM 1 vXePt4BlIGOdEacCdTHIP/PGGFhQ+ 1ZARNBhr2M8yh
3LribgY SvacEc1te7/8WI2saAbR 7 7HOSIVD2yy+Q76HG abQmMmdReFk 720p 1hy Pt
YETNRL7MVoNdhDIPHGzqOdY +Q1PQGcXiGgvdpaAblsfyPdclt2/EF yeQuviAahp
0CE+7/63RIDXUTLUJMIEIZY FgUrCvMEBE ZrgSCO 1 xSKERIPIEAqyhphKMuzoziqZ
SelUINKCggYEABGQOKSOXAGXPKSRqQUrcOps38MZoS594vghtIRJI7Z2vInINDY foNE 1
HKz9cRMhvdFSduEgmaH 7Lt 1 pcJSIY 1/RksSWIX G xSWbHxF+WiYriMGaDV TN 7hFhuMc
MY A45IxbZky8QuieualR Iyb4dOsY xMug90EBhd7Ic+dINEXKO9Pw+kNJAdS8CgYEASGrp
eh3qyOECS T JoKwM sV IXDLG 7rX2mPSY x01dmN/Se3RVMrx4TEuUNnzXN42586
ADBKA41Lrd7TH7THB2Z2RYBE8xARPG/MQEBevTAWTGUGOHF +whVWVgmSQhFriNAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqsgOIIBXIMSGXLVJUCgYEAhgw366L/QOJKG TIdSNW+U
XttvBVQIWDAHY al pqWhysBuSnCp386tb0QNOSqy/NY AVIhdhUSdHSRR3M Ggxomf
2grnMGJIgiIm79xMYNIBLelLEAOJ4LgIAUHGOANYSAASITMMIKSS+d3TYPKDaAb) fw
B+8LCcCIZTNVMAhWxOhTdUsSCgYEAINeSMEugVa4/Xael M7ryCSLIJIEBSOOOIO3MI
TufY90h3k+CSDrgPprRIF/NLGtcOFB4IpEIwWVwWImMdhtAQ T Wasm+6i90QCSIvrOJ
RQQOEGPOrJpYIRDFRUT20IgJWVsDEFBrESnwGVHMY Xte 7IPZY I EuCuZF XPh1WXZb
07walal0Cg¥YBIBBFDNWEsCVIBOwrF+OPur4d4m/vSBitVE1U/JJvxIZQBWz4r4BwEPC
GIPOVaM3jczgy3MWVCTUNMEBPIBN ThKI1Y 4o+ vimZG2myn3Do3w7rqrROwTlyB/cxc
V+QBWQOHYEJpH+7hhPGmzaF iSwsejSzrnJR+KiyWS+1IZFKkCv+T7iIQ==

—--END RSA PRIVATE KEY -

Figure 19: Sample of Private Key
d) Sample of CSR File

»»»»» BEGIN CERTIFICATE REQUEST-—-
MIICBTCCAdKkCAQAwWezELMAKGATUEBhMC TVKxCzAJBgNVBAGTAKIMMQswCQYDVQQ

H
EwJXUDEQMA4GATUEChMHTXIDbGVhelELMAKGATUECXMCQUQxDDAKBgNVBAMTAO
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZySteTCCASIwDQYJ
KoZihveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/Wi+LHMzdghaaUQwap
4+egWTP/mcAXHINtrvVQ3IsNzZKURpSePkm4buT/410ar 7Y 595QsrDcAbIGlvS/gxH
2ZDIR3LaUMWxnNNQWMQAIL3UPT7ex7J1Q89PYeF pfMWIVYB2yFReNGY 71ZzBuYWm
0tQJIJIGEI3cB6F ZHDKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqq5B
9z0lj[420wJpG GetGAg4a/MeWF XdibU 1RNa1ed4NycC8bOsCmwIlLBw7VxKr4GD7bZgJ
kzwvXJ+alFszmxpZU4EeQ+O7aqWsNMEEIGIc8WS4J0fEaGofxntESsCAwWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsSsZWFyMBcecGCSqGSIb3DQEJBZEKEWhwY XNzd29y
ZDANBgkqhkiGIwOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRJQIG6i+2frdx3h90ou
qQWpfppqbBuGWekvimMOj20YAtglA+O34bsBD8WKkbp8qyBMOIb2mivg0f8T4c/ak)
Vp6eqtdNI7TSL1pPSGgQAQGMKVSVIGTB+6CFTgBWymkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7prROHYWGpEErUAZ8XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHQRp3QQ32M020HCEFtU30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030MSbOWTE8G 1/p0EQF quSRjUyIIhHIUIBG2VAZv3pBNIvA==

---END CERTIFICATE REQUEST

Figure 20: Sample of CSR file
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2.2.4 Method for CSR submission

1) Submit CSR file to MSC Trustgate for Approval
a) Submit the CSR to the following URL:

https://www.msctrustgate.com/mytrustid/enrollment?qg=paynetfpx

PAYMENTS NETWORK MALAYSIA SDN BHD TRUSYGATE
(pr) nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Certificate Enroliment Request

Payments Network Malaysia Sdn Bhd

O_ 2 3 4 5

Instructions

Enrollment Instructions

Please road and understand the En

Select package
Application Info
Complete

Next ©
Figure 21: MSC Trustgate Portal Page
b) Click Next button
PAYMENTS NETWORK MALAYSIA SDN BHD TRUSYGATE
FPX) o TTTETEE I ekl e e
lew Certificate Enrollment Request
© . : :
Package Description
New User - Digital Certificate - 1 Year - RMO
Email upon issuance
Back Next©

Figure 22: Select package page

d) Click Next button
e) Paste your CSR file into CSR information field
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PAYMENTS NETWORK MALAYSIA SDN BHD TRUSUYGATE
(FPX)

Certificate Enrollment Request

d o O

Application info

CSR Information

Figure 22: CSR Submission page

f)  Fill in Application Information and Certificate Information then click Next

Application Information Certificate Information

Malaysian

sbikka prod.int.paynet my
Mahd Rozairol Azwan test@paynet.my
Ext
780923115783 EX00001234
Exchange Nam
lest @ paynet.my TestMerchant Sdn Bhd
No*
0133037627
Nay

Payments Network Malaysia Sdn Bh

Figure 23: Online enrolment form
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f’AY)MENTS NETWORK MALAYSIA SDN BHD TRUSYGATE
FPX

SEGURE TRANSACTION, TRUSTED B

MNew Certificate Enrollment Request

Enroliment for new client digital ID for Payments Network Malaysia Sdn Bhd

© © © © :

Instructions Package & Pricing

Application Info Disclaimer Complete

Digital ID Suberiber Agreement

SUBSCRIBER AGREEMENT

PLEASE READ THIS SUBSCRIBER AGREEMENT ("SUBSCRIBER AGREEMENT") BEFORE APPLYING FOR, ACCEPTING, OR USING AMSC
TRUSTGATE.COM's CERTIFICATE OR DIGITAL ID (“CERTIFICATE" OR “MYTRUST ID"). IF YOU DO NOT AGREE TO THE TERMS AND
CONDITIONS OF THIS SUBSCRIBER AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE THE CERTIFICATE

1. Certificate Application and Description of Certificates

This Section details the terms and conditions regarding your application (“Certificate Application”) for a
Certificate and, if MSC Trustgate.com (“MSCTG") ac

your Cartific

Application, the terms and conditions regarding the use of the Certificate to be issued by MSCTG to you as a “Subscriber” of that Certificate. A Certificate is a digitally

| hereby confirm that all the information given for this application is true and accurate and have not withheld any information tha
By signing this application form, | also agree to be bound by the terms and conditions as stipulated in Client ID Digital Certificate S
made thereto from time to time.

would affect the acceptance of my application.
ascriber Agreement, and any amendments

Figure 24: Confirmation on CSR submission

PAYMENTS NETWORK MALAYSIA SDN BHD TRUSVYGATE
(FPX)

BECURE TRANSACTION. TRUSTED BUSINESS.

Mew Certificate Enrollment Request

Enroliment for new client digital ID for Payments Network Malaysia Sdn Bhd

Instructions. Package & Pricing Application Info

Disclaimer

Complate

v

Congratulations!

Your request has completed.

Your application will be

will only be processed and emailed

For assistance please

to support@msctrustgate.com or call our support team at +

An email has been sent to you with the access code to

login to MyTrustiD

Login to MyTrustlD Portal

ck your requ

nd do certificate management

Figure 26: Confirmation page
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Your Digital ID is ready © S « ~

@ noreply@msctrustgate.com <noreply@msctrustgate.c... Friday, 27 January 2023 at 11:23 AM
To: @ Mohd Rozairol Azwan Hassan

Dear MOHD ROZAIROL AZWAN BIN HASSAN,
Our Administrator has approved your Digital ID request and ready to be used.

Please find your digital certificate below:

MIIEJJCCAW6gAWIBAgIQEOHjUGaefe6B2lcFefPIEDANBgkghkiGIwOBAQsFADBNMOsSwCQYDVQQG
EwJNWTEQMC gGA1UEChMhUGF5bWVudHMgTmV0d29yayBNYWxhe XNpYSBTZG4gOmhkMRIWEAYDVQQD
EwlQYX10ZXQgQOEwHhcNMjMwMTI3MDAWMDAWWhcNMjQwMTI3MjM10TUSWjBhMOswCQYDVQQGEWJIN
WTEVMBMGA1UECBQMS3VhbGEgTHVtcHVYMRUWEWYDVQQHFAXLAWFsYSBMdW1wdXIxJDAiBgNVBAMT
G2FwaS5jbnAucHIVZC5pbmVOLNBheW51dC5teTCCASIWDQYJKoZ IThveNAQEBBQADggEPADCCAQOC
ggEBANDNVZNDI9FGBSKuepcliFhoyA6bSxkv1EOWs050gsuxPc5KyTalIwwrKTN8XVRvOwkvy2g7z
/wb9t4rNyVM7ATal/VH9 jOzS2Es49N+uRmZ f1rxgTRjzsesKehHjXm5NrGGAKpSmIwI15LXS640S
nZiLw/0Vc21leM6VXkwUOToS5w/HiDhaE+AODijsgIl3ZlpwcTRbygxgZeUdHy/e4GIBcNgCAWLS5D
ySYP9XWG6hWMQZ2AUEQOZJQENT j7Kkbz9jZeIEe8FzBIJ61oHY08hOVW1ST3sK0VPger+//I02ScFO
KeM5RreDy0fcPwaBmCYG3GYeivgAHemc9GTBIUF 1Sp8CAWEARAaOBTTCB6 JAMBgNVHRMBAL 8EAJAA
MA4GA1UdDWEB/WQEAWIFoDAdBgNVHSUEF jAUBggrBgEFBQCDAQY IKwYBBQUHAWIWQWYDVRO £BDWwW
0jAdoDagNIY¥yaHROcDovL2NybC5tc2N0cnVzdGdhdGUuY29tL1BheU51dENBLOXhdGVZdENSTCSj
cmwwHQYDVROOBBYEFNjhgJjpNtzDiRaDA42s8W7vemHPMB8GA1UdIwQYMBaAFMRhnLdgWKS60Dw5
va2a6omf1/RyMCYGA1UdEQQfMB2CG2FwaS5 jbnAucHIvZC5pbmV0LnBheW51dC5teTANBgkghkiG
9wOBAQsFAAOCAQEARNpSPeX6ZuBovaRFK2cXPX98uceV2GecY+bLicX17zcchMQFP6T71/7wg0721
jljC/svubrIptGsjPEW7uUK54 7BpStgyrcwuFgtxF5q3j6uidermlI/iOK5P1svtzMavX6biNNFo
S04U3baC¥CePGMyOUw8f0E9/Ff1tZsy9piKgz9Gr/OEpgmad4QyYbzdDGKOg4GOPr1iVIw8RMxkA
HQYW6pnB/hRTrN299s0JIY4DDvvnDySclrpS0Sza7us fudv8IRawYFyNnHkh701YLCWIkwexNXg7
2WJ/cROWYQHLENBzrQKKjd1JjdgTZkhiL0I7WrX4zRF3cw8EptJInmQ==

————— END CERTIFICATE-———-—

Please do not reply to this email. If you need further clarification, please do not hesitate to contact us by email
to support@msctrustgate.com

Figure 27: Certificate will send via email from noreply@playnet.my

2) Keep the new exchange certificate for your reference
e Merchant to ensure to use correct Private Key and place the Private Key into correct Path.
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3.0 Process Flow for Exchange Certificate Request (Renewal)

3.1 UAT Environment (New Key)

Diagram 3: Process of Flowchart for exchange certificate (renewal) of UAT Environment

3.1.1 Procedure for Exchange Certificate Request

3.1.1.1 Windows Platform

1) Generation of Private Key and CSR at Merchant’s/TPA’s End.

a) Generate a private key using OPENSSL command

Ll Command to generate Private Key = Openssl genrsa -out EX00000298.key 2048

] Command to generate CSR -> openssl req -out EX00000298.csr -key
EX00000298.key -new -sha256

**Note: EX00000298 will be the Exchange ID provided **

Figure 25: Generate Private Key
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Figure29: Generate CSR File

b) Sample of Private Key

----- BEGIN RSA PRIVATE KEY -
MIEpAIBAAKCAQEAOKZGIAKOoO+Dp+D9aP4sczN2CGCBRDCgnS6BZM/+ ZwBecelU22u
OAVDew3IMpRGNM+SbhuSPAXRGiin3ICysNwBuPqQWSL+DEINKOVHcectpQxbGec2dBa
ZACIvdQIP1ZHsNVDZ09h4WIB XY 1I9gH DbIVFwW3pjuVnM G ShabS 1AkmoR/dzoVKkdsop
8ZxIMHa1S53RIXqaKkKB22gIBCP1WIKG2z8K+qe+GRQQ+CgrkH3OWRPIPTAMKY Zy0YC
DIBxSYVAZNRTVE1rV7g3JIwl xs6wKbD OviDIXEqvgY PitmAMmTRPCO9cnSrUWzObGIS
PgR5DA71qpawliwQSUYhzxbngnRBRrghWGeORKwIDAQABAOIBAGqDedsmoby/mCOb
barTiI3wrnthbXdF EtVNHW4/czKQMIicmic 7/ Uty X XOmQMegBIWAION9Inp27S22HFH
8G1TESSEQOQMESpLAVOBM 1 vXePt4Bt)GO9dEacCdTHIP/PGGFhQ+ 1 ZARNShr2M8yh
3LribgY SvacEc1te7/8WI2saAbR 7 7HIOSIVD2yy+Q76HG abQmMmdReFk 720p 1hyPtl
YETNRL7ZMVoNdhDIPbGzqOdY +Q1PQGeXiBgvdpaAbl sfyPdct2/EF yeQuviAahp
0CE+7/63RIDxUTLUJMIEIZY FgUrCvMBE ZrgSCO 1 xSKERIPIEAqQyhphKMUuzoziqZ
SelUINKCgYEABGQOKSOXAGXPKSRQUrcOps38MZoS94vghtJRJI7Z2vInNINDY foNE 1
HKzZzScRMhvdFSduEgqmaH 7Lt 1pcJSIY 1/RksSWIX G xSWbHxF+WiYriMGaDVTN7hFhuMc
MY 45IxbZky8QuileualR Iyb4dOsYxMugl0EBhd7Ic+dINEXKI9PwW+kNJdB8CgYEASGrp
eh3qyOECS1ITJoKwM sV IXDLG 7rX2mPSY x01dmN/Se3RVMrx4 TEunzXN 42586
ADBKA41Lrd7TH7THB2RYBE8XxARPG/MQEBevTAWTGUGOHF +whVVagpmSQhFINAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqsgOI3XIMSGXLVIUCgYEAhgw366L/QOJKG TdSNW+L)
XttvBVQIWDHhY alpqWhysBiSnCp386tb0QNOSqy/NYAVIhdhUSdH5RR3MGgxomf

2qnM G JgiIm79xMYN3BLelL EAOJ4LgIAUHGOARYSBAASITMMIKSS+d3TYPkDaAb) fw
B+8LCCIZTNVMAhWXxOhTdUsCgYEAINeSMEugV4/Xael M7ryCSLIJTIEBSOO0IO3MI
TufY9Oh3k+CSDrgPprRIFLGIcOFB4IpEIwVwImMdhtAQ T Wasm+6i190QCEIvrOJ
RQQOEGPRPOrJpYIRDFRUT20I1gJWVsDEFBrESnwGVHMY X 7IPZY I EuCuZF XPh1WXZb
07wala0Cg¥YBISBFDNwWEsSCVIBOwWrF+OPur4d4dm/vSBtVE1U/JJvxIZQB8Wz4r4BwEPC
GIiPOVaM3jczgy3MWVCTUNMEBPIBN ThKITY 4o+ vimZG2myn3Do3w7rqkOwTly8/cxc
V+QBWQOYEJpH+7hhPGmzaF iSwsejSzrnJR+KiyVS+1ZFkCv+ T7iIQ==

----- END RSA PRIVATE KEY -

Figure30: Sample of Private Key

c) Sample of CSR File

----- BEGIN CERTIFICATE REQUEST-—-

MIICBTCCAdkCAQAwWezELMAKGATUEBhMC TVkxCzAJBgNVBAgTAKIMMQswCQYDVQQ
H
EwJXUDEQMA4GATUEChMHTXIDbGVheELMAKGATUECXMCQUQxDDAKBgNVBAMTAD
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5SteTCCASIwDQYJ
KoZlhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/Wi+LHMzdghggUQwap
4+egWTP/mcAXHINtrvVQ3IsNzZKURpSePkm4buT/410ar 7Y 595QsrDcADIGIvS/gxH
2ZDIR3LaUMWxnNNQWMQAIL3UPT7ex7J1Q89PYeF pfMWIVYB2yFRCeNGY 71ZzBuYWm
0tQJIJIGE13c6F ZHDbKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqq5B
920l[420wJpG GetGAg4/MeWF XdibU 1RNa1e4NycC8bOsCmwILBw7VxKr4GD7bZgJ
kzwyXJ+alFszmxpZUj4EeQ+O7aqWsNMEEIGIc8W5S54J0fEaGofxntESsCAWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdte WNSZWFyMBcGCSqGSIb3DQEJBZEKEWhwYXNzd29y
ZDANBgkqhkiGIwWOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQhIG 6i+2frdx3h9ou
qWpfppqbBuGWekvS5mMOj20YAtglA+O34bsBD8WkKkbp8qyBMOIb2mivg0f8T4c/ak)
VpBeqtdNI7SL1pP5GgQQGMKYSV)GTB+6CFTgBWymkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7prROIHYWG pEErUAZ28XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHaRp3QQ32M020HCEFU 30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030M5SbOWT8G 1/p0EQF quBRJUyIIhHIUIBG2VAZV3pBNIvA==

----- END CERTIFICATE REQUEST -

Figure31: Sample of CSR file
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3.1.1.2 Linux Platform

1) Generation of Private Key and CSR at Merchant’s/TPA’s End
a) Generate a private key and CSR using OPENSSL command

Ll Command to generate Private Key = Openssl genrsa -out EX00000298.key 2048

] Command to generate CSR > openssl req -out EX00000298.csr -key
EX00000298.key -new -sha256

**Note: EX00000298 will be the Exchange ID provided **

Figure 32: Generate Private Key

b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

Figure33: Information in the certificate

c) Sample of Private Key

————BEGIN RSA PRIVATE KEY -
MIEpAIBAAKCAQEAOKZGIAKOo+Dp+D9aP4sczN2CGCBRDCgnS6BZM/+ ZwBcelU22u
IVDewIMpRGNK¥M+SbhuSPAXRgiin3ICysNwBuPqQWIL+DENKOVHctpQxbGe2dBa
ZACIvdQIPLZHsSNVDZ09h4WIB XY 1I9gHbIVFw3pjuVnM G ShabS 1AkmoR/dzoVkdsop
8ZxIMHa1S53RIXqaKB22gIBCP1WIKG28K+qc+ CGRQQ+CqrkH3OIWRPIPTAMKY Zy0YC
DBxSYVAZNRTVEIV7g3Iwl xs6wKbD OviDIXEqvgY PttmAMTRPCO9cnSrUWzObGIS
PgR5DA4A71qpawliwQSUYhzxbngnREBRrqhWGeORKwIDAQABAOIBAGqDedsmoby/mCObL
bArTiI3wnthbXdF EtVNHW4/czKQMIicmic 7/ Uty X XOmQMegSIWAIONInp27 S22HFH
8G1TESSEQOQMESPpLAVOIBM 1vXePt4Bt)GO9dEacCdTHIP/PGGFhQ+ 1 ZARN8hr2M8yh
3LribgY SvacEc1te7/8WI2saAbR 7 7TIOSIVD2yy+Q76HG abOQOmdReFk 720p 1hy Pt
YETNRL7ZMVoNdhDIPbGzqOdY +Q1PQGeXiBgvdpaAblsfyPdct2/EE yeQuviAahp
0CE+7/63RIDxuUTLUJMIEIZY FgUrCvMBE ZrgSCO 1xSKkERIPIEAqyhphKMuzoziqZ
SelUINKCgYEABGQOKSOXAGXPKSRqUrcOps38MZo594vghtJRJI72vInINDY foNE 1
HKz9cRMhvdFSduEgmaH 7Lt 1 pcJSIY 1/RKksSWIX G xSWbHxF+WiIYriMGaDVTN7hFhuMc
MY 45IxbZky8QuteualOR Iyb4dOsY xMug90EBhd7Ic+dINEXKI9Pw+kNAdB8CgYEASGrp
eh3qyOECS T JoKwWM sV IXEG 7rX2mPSY x01dmN/Se3RYMrx4 TEuUnzXN42586
AVBKA41Lrd47 TH7HB2RYBEBxARPG/MQEBevTAWTGuUGOHF +whVWVagmSQhFriNAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqsgOIBXIMSGXLVIUCgYEAhgw366L/QOJKG TIdS VWU
XttvB/QIWDHhY al pqW5SysBuSnCp386tb0QNOSqy/NY AVIhdhUSBdHS5RR3IMGgxomf
2 GJIgiIm79xMYN3IBbel EAOJ4LgIAUHGOANYBAASITMMIKSS+d3TYPKkDaAbL) fw
B+8LCcIZTNVMAhWXOhTdUsCgYEAINeSMEugV4/Xael M7ryCSLIJIEBSOOOIO3MI
TufY90h3k+CSDrgPprR2IF9/LGtcOFB4IpEIwVwimdhtAQ I Wqsm+6j90QCEIviOJ
RQQOEGPROrJpYIRDFRUT20IgJWVsDEFBrESnwGVHMY XIe7IPZY I EuCuZF XPD1WXZb
07walal0CgYBISBFDNWEsCVIBOwrF+OPur44m/vSBIVE1U/JJvxIZQBWz4r4BwEPC
GIPOVaM3czgy3MWVCTUNRMEBPIBN ThKIT1Ydo+vmZG2myn3Do3w7rqrkOwTly8B/cxc
V+QBWQOYYEJpH+7hhPGmzaF iSwseSzrnJR+KiyVS+1IZFkCv+T7iIQ==

—-END RSA PRIVATE KEY -

Figure 34: Sample of private key
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3.2

d) Sample of CSR File

—-—BEGIN CERTIFICATE REQUEST-—-
MIICBTCCAdkCAQAwWezELMAKGATUEBhMC TVkxCzAJBgNVBAgTAKIMMQswCQYDVQQ

H
E:JXUDEQMA4GA1 UEChMHTXIDbG VheELMAKGATUECXMCQUQXDDAKBgNVBAMTAQ

ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5teTCCASIwDQYJ
KoZIhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/\Wi+Ll

4+ !
2ZDIR3LaUMWxnNNnQWmMQAIL3UPT7ex7J1Q83PYeF pMWIVYB2yFRCeNGY 71IZzBuYWm
0tQJIJIQE3c6F ZHDKKIG cSHXx2tUud0fVEmigds4JQQOVIShs/CvanPhkUEPgqq5B
9z0lj420wJpG GetGAga/MeWF XdibU 1RNa1edNycC8bOsCmwILBw7VxKr4aGD7bZgJ)
kzwyXJ+alFszmxpZUj4EeQ+O7aqWsNMEEIGIc8WS4J0fEaBofxntESsCAwWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsSZWFyMBcGCSqGSIb3DQEJBZEKEWhwYXNzd29y
ZDANBgkghkiGIwOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQIG 6i+2frdx3h9ou
qWpfppgbBuGWekvSmMOj20Y AtglA+O34bsBD8Wkbp8qyBMOIb2mivg0f8T4c/ak)
Vp6eqtdNI7SL1pP5GgQQGMKYSY)GTB+6CF TgBWymkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7prRIHYWGpEErUA28XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHqRp3QQ32M020HCEFtU30e5CPwcjGeqQibTOTLY ejfsPKkb7
EMde030MSbOWTSG 1/p0EQF quSRjUYIIhHIUIBg2VAZv3pBNIvA==

----- END CERTIFICATE REQUEST-----

Figure 35: Sample of CSR file

Existing Key

Diagram 4: Process of Flowchart for Exchange Certificate Request (renewal) of Existing Key
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3.2.1 Procedure for Exchange Certificate Request

3.2.1.1 Windows Platform
1) Generation of Private Key and CSR at Merchant’s/TPA’s End
a) Generate CSR using existing private key

. Command to generate CSR = openssl req -out EX00000298.csr -key EX00000298.key -
new -sha256

** Note: EX12345678 will be the Exchange ID provided **

Figure 36: Generate CSR using existing private key

b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.
b d to e 11 b

Figure 37: Information in the certificate

¢) Sample of Private Key

————BEGIN RSA PRIVATE KEY -———
MIEpAIBAAKCAQEAOKZGIAKO+*Dp+D9aP4sczN2CGCBRDCgnS6BZM/+ ZwBocelU22u
VD ewIMpRGNIM+SbhuSPAXRgviIn3ICysNwBuPqQWISL+DEMNKOVHctpQxbGec2dBa
ZACIvAQIOPIZHsSNVDzZ09h4WIB XY I 9gHDbIVFw3pjuVnM G ShabS 1AkmoR/dzoVkdsop
8ZxIMTHa1S53ROXqaKkKB22gIBCP1WIKG28K+qQc+CROQOQ+CqrkH3OWRPIPTAMKY Zy0YC
DExSYVJAZNRTVE V73wl xs6wKbDOviDIXEqQvgY PttmAMm TRPCOcnSrUWzO bGIS
PgR5D471qpawliwQSUYhzxbngnRBRrghvGeORKwIDAQABAOIBAGqDedsmoby/mCOb
bAr T i3wnhbXdF EtVNHW4a/czKQMiicmic 7/AUtv X XOmOQMegSIWAIONSInNp27S22HFH
S8G1TESSEQOMESpLAVOIBM 1 vXePt4Bl)GOdEacCdTHIP/PGGFhQ+ 1 ZARNShr2M8yh
3LribgY SvacEc1te7/8WI2saAbR 7 7MIOSIVD2yy+Q76H G abOmdReFk 720p1hy Pt
YETNRL7TMVoNdhDIPHG ZzqOdY +Q1PQGeXiBgvdpaAblsfyPdclt2/EE yeQuviAahp
O0CE+7/63RIDXUTLUJMIEIZY FgUrCvMBE ZrgSCO 1 xSKERIPIEAqQyhphKMuzoziqZ
SelUINKCggYEABGQOKSOXAGXPKSRqQUrcOps38MZoS94vaghtIRJI7Z2vInINDY ToNE 1
HKZ9cRMhvdFSduEqmaH 7111 pcJSIY 1/RKksSWIX G xSWbHxF+WiYriMGaDV TN 7hFhuMc
MY A45IxbZky8QuileualORIyba4dOsY xMug90EBhd7Ic+dINEXKI9Pw+kNJd8CgYEASLGrp
eh2qyHOECS 1T JoKwhM sV IXDEG 7rX2mPSY x01dmN/Se3RVMrx4 TEunzXN 42586
ADBKA41Lrd7 TH7THBZ2RYBEBxARP/MOQEBevTAWTGUGOHF +whVVgmSQhFriNAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqsgOIBXIMSGXLVJUCgYEAhgw366L/OJKG TIdSNW+U)
XttvBVQIWDHY al pqWSysGnSnCp386tb0QNOSqy/NYAVIhdhUSdHSRR3IMGgxomf
2gnM G JIgIMmM79xMYN3BLelL EAOJ4LgGIAUHGOANYSBAASITMMIKSS+d3TYPKDaAbL) fw
B+8LCCIOIZTNVMAhWXxOhTdUsSCgYEAINeSMEugVaA/Xael M7ryCSLJIEBSO0O0IO3MI
TufY90h3k+CSDrgPprRIF/LGIcOFB4IpEIwVwImMdhtAQ I Wasm+6{90QCEIvrO.)
RQQOUEGPRPOrJpYIRDFRU T20IgJWVsDEFBrESnwGVHMY XIe 7TIPZY I EuCuZF XPD1WXZb
07wala0CgYBISBFDNWEsSCVIIBOwWrF+OPur4d4m/vSBtVE1U/JJvxIZQBWz4r4BwWwEPC
GIPOVaM3jczgy3MWVCTUNMEBPIDN ThKITY 4o+ vmZG2myn3Do3w7rqrOwTly8B/cxc
V+QBWQOyYEJpH+7hhPGmzaFiSwsejSzrnJR+ Kty VS+1ZFkCv+ T7i Q==

--END RSA PRIVATE KEY -

Figure 38: Sample of Private Key
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d) Sample of CSR File

———BEGIN CERTIFICATE REQUEST-——-
MIICBTCCAdkCAQAWeZELMAKGATUEBhMC TVKxXCZAJBgNVBAgTAKIMMQswCQYDVQQ
H
EwJXUDEQMA4GATUEChMHTXIDDLG VhelELMAKGATUECXMCQUQxDDAKBgNVBAMTAO
9u
ZTEIMCMGCSqGSIb3DQEJARYWoemlkenVhbkBteWNsZWFyLm9yZySteTCCASIwDQYJ
KoZlhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/Wi+LHMzdghggUQwap
4+egWTP/mcAXHINtrvVQ3IsNZKURpSePkm4buT/410ar 7Y 595QsrDcADIGIvS/gxH
2ZDIR3LaUMWxXNNNQWMQAIL3UPT7ex7J 1Q89PYeF pIMWIVYB2yFRCENGY 71ZzBuYWm
0tQIIQEI3cBF ZHDKKIG cSHXx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqqs5B
920l 420w JpG GetGAgae/MeWF XdibU 1RNa1e4NycCBbOsCmwILBw7VxKr4GD7bZgJ
kzwyXJ+alFszmxpZUj4EeQ+O7aqWsNMEEIGIc8WS54J0OfEaGofxntESsCAwEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdte WNsSsZWFyMBcGCSqGSIb3DQEJBZzEKEWhwY XNzd29y
ZDANBgkghkiGOwOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRJQIGGi+2frdx3h9ou
qQWpfppgbBuGWekvEmMOj20Y AtglA+O34bsBD8Wkbp8qyBMOIb2mIvg0f8T4c/ak)
Vp6eqtdNI7SL1pP5GgQAQGMKYSVIGTB+6CF TgBWymkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0SIhc2qB7prROHYWGpEErUAZ8XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHQRp3QQ32M020HCEFtU30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030MSbOwWTS8G 1/p0EQF quSRJU ylIhHIUIBg2VAZv3pBNIvA==

END CERTIFICATE REQUEST

Figure 39: Sample of CSR file

3.2.1.2 Linux Platform
1) Generation of CSR using existing private key at Merchant’s/ TPA’s End

a) Generate a private key and CSR using OPENSSL command

= Command to generate CSR - openssl req -out EX00000298.csr -key
EX00000298.key -new -sha256

** Note: EX00000298 will be the Exchange ID provided **

Figure 40: Generate CSR file

b) Information that will be incorporated into the certificate request. Please
leave A challenge password and An optional company name blank.

to be a ed to r infe t C 1b

Figure 41: Information in the certificate
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c) Sample of Private Key

----- BEGIN RSA PRIVATE KEY-———
MIEpAIBAAKCAQEAOKZGIAKO+*Dp+D9aP4sczN2CGCBRDCgS6BZM/+ ZwBocel22u
IVDew3IMpRGNIM+SbhuSPAXRgviin3ICysNwBuPqQWSL+DENKkOVHctpQxbGec2dBa
ZACIvdQIP1ZHSNVD z09h4WIBxY1I9gHbIVFw3pjuVnM G ShabS 1AkmoR/dzoVkdsop
8ZxIMHa1S53RIXqaKkKB22gIBCP1IWIKG28K+qc+ GRQQ+ CarkH3OWRPIPTAMKY Zy0YC
DBxS5YVAZNRTVE1r'V7g3JIwlxs6wKbDOviDEIXEqvgY PttmAmMmTRPCO9cnSrUWzObGIS
PgR5DA4A71qpawiwQSUYhzxbngnRBRrghWGeORKwIDAQABAOIBAGqDedsmoby/mCOb
bArTi3wrthbXdF EtVNHW4/czKQMicmic 7/ UtvXXXOmMQMegBIWAIONAfnp27S22HFH.
8G1TESSEQAQMESpLAVOIBM 1 vXePt4Bt)GO9dEacCdTHIP/PGGFhQ+ 1ZARN8hr2M8yh
3LribgY SvacEc1te7/8WI2saAbR 7 7TIOSIVD2yy+Q76HG abQmdReFk 720p 1hyPtl
YETNRL7ZMVoNdhDIPbGzq0dY +Q1PQGeXiBgvdpaAbl sfyPdcit2/EF yeQuviAahp
0CE+7/63RIDXUTLUJMIEIZY FgUrCvMBE ZrgSCO 1 xSKkERIPIEAqyhphKMUuzoziqZ
SelUINKCgYEABGQOKSOXAGXPKSRqUrcOps38MZoS594vghtJRJI72vInNINDY foNE 1
HKZzS9cRMhvdFSduEgqmaH 71t 1pcJSIY 1/RKksS5wIX G xSWbHxF+WiYriMGaDV TN 7hFhuMc
MY 45IxbZky8QuieualR Iyb4dOsY xMug90EBhd7Ic+dINnEXKIPw+kNAdB8CgYEASGrp
(MOECS 1T JoKwM sV IXDG 7rX2mPSY x01dmN/Se3RVMrx4 TEuUNnzXN 42586
AOBKJA41LN47 TH7THB2RYBBXARPG/MQEBovTAWTGUGOHF +whVVagpiSQhFriNAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqsgOI3XIMSGXLVjUCgYEAhgw366L/QJKG TIdSNW+LU
XttvB/QIWDHhY alpqW5hysGuSnCp386tb0QNOSqy/NYAVIhdhUSdHS5RR3MGgxomf
zqMM G JgIm79xMYN3BbelL EAOJ4bgfAUHGOAhjyBAASITMMIKSS+d3TYPkDaAb) fw
B+8LCCOHZTNVMAhWXOhTdUsCgYEAtNeSMEugV4/Xael M7ryC5LJJIEBS0O0IO3MI
TufYS0h3k+CSDrgPprRIF9/LGtcOFB4IpEIwVwimdhtAQ M Waqsm+6j90QCEIvrOJ
RQQOEGPROrJpYiIRDFRUT20IgJWwVsDEFBrESnwGVHMY xXte 7IPZY I EuCuZF XPb1WXZb
07walal0CgYB|8BFDNwWEsCVIBIwrF+OPurd4dm/vSBtVE1U/JJvxIZQBWz4r4BwEPC
GIPOVaM3jczgy3MWVeTUNMBPIBN ThKI1Y 4o+ vmZG2myn3Do3w7rqkOwTly8/cxc
V+QBWQqOyYEJpH+7hhPGmzaFiSwsejSzrniJR+KityVS+IZFkCv+T71IQ==
----- END RSA PRIVATE KEY -

Figure 42: Sample of Private Key

d) Sample of CSR File

—-—BEGIN CERTIFICATE REQUEST-—-
MIIC8TCCAdkCAQAwWezELMAKGATUEBhMCTVKxCzAJBgNVBAgTAKIMMQswCQYDVQQ
H

EwJXUDEQMA4GATUEChMHTXIDBG VhelELMAKGATUECXMCQUQxDDAKBgNVBAMTAO
9u

ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5te TCCASIwDQYJ
KoZihveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/ Wi+ LHMZ )
4+egWITP/mcAXHINtryVQ3sNzKURpSePkm4buT/410ar 7Y 595QsrDcADIGIVS/gxH.
2ZDIR3LaUMWxNNNQWMQAIL3UPT7ex7J 1Q89PYeFpfMWIVYB2yFRceNGY 71IZzBuYWm
0tQJIJIQE3¢c6F ZHDKKIG cSHXx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqq5B
920l[420wJpG GetGAg4a/MeWF XdibU 1RNa1ed4N ycCB8bOsCmwILBw7VxKr4aGD7bZgJ
kzwvXJ+alFszmxpZUdEeQ+O7aqWsNMEEIGIc8WS54J0fEaBofxntESsCAwWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsSZWFyMBcGCSqGSIb3DQEJBZEKEWhwY XNzd29y
ZDANBgkqghkiGIw0BAQUFAAOCAQEAHeGgHM30zCuu18gUWRQhIG6i+2frdx3h90ou
qWpfppgbBuGWekvimMOj20Y AtglA+O34bsBD8Wkbp8qyBMOIb2mIvg0f8T4c/ak)
Vp6eqtdNI7SL1pP5GgQQGMKVSVIGTB+6CF TqBWymkQ6fydyF5Zm+WKkVXhXGEOXd
99JcT30T4n0Sihc2qB7p)rRIHYWGpEErUA28XH/Y q3gvanQrAnZ9cHVEFLhde/pt
OhYk6DEuvup4pGFHaRp3QQ32M020HCEFtU30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030MSbOwWTSG 1/p0EQF quBRjUyIIhHIUIGg2VAZv3pBNfvA==

----- END CERTIFICATE REQUEST----

Figure 43: Sample of CSR File

3.2.1.3 Method for CSR submission

1) Submit the CSR file to PayNet for approval.
a) Email the CSR file generated to sac_its@paynet.my
b) Kindly provide the following info:

> Exchange Name
» Exchange ID
» Contact Person

c) New certificate will be emailed from Certificate Management.
e Merchant to ensure to use correct Private Key and place the Private Key into correct

Path.

2) Keep the new exchange certificate for Merchant reference
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3.3 PRODUCTION Environment

3.3.1 New Key

Diagram 5: Process Flowchart for Production Environment of New Key

3.3.1.1 Procedure for Exchange Certificate Request

3.3.1.1.1 Windows Platform

1) Generation of Private Key and CSR at Merchant’s/ TPA’s End

a) Generate a private key using OPENSSL command

Command to generate Private Key = Openssl genrsa -out EX00000298.key 2048

Command to generate CSR > openssl req -out EX00000298.csr -key EX00000298.key -
new -sha256

ange ID provided **

**Note: EX00000298 will be the Exch

Figure 44: Generate Private Key
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Figure 45: Generate CSR File

b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

t be red to enter in mat 1 t o 1 i

Figure 46: Information in the certificate

c) Sample of Private Key

-—-——BEGIN RSA PRIVATE KEY -
MIEpAIBAAKCAQEAOKZGIAKO+*Dp+D9aP4sczN2CGCBRDCgnS6BZM/+ ZwBocelU22u
VD ewIMpRGNM+SbhuSPAXRQViIn3ICysNwBuPQWSL+DENKOVHctpQxbGec2dBa
ZACIvAQIPIZHsNVDZ09h4WIB XY OgHDbIVFwW3pjuVnM G ShabS 1AkmoR/dzoVkdsop
8ZxIMHa1S53RIXqakKB22gIBCP1TWIKG28K+qQo+GRQQ+CgrkH3OWRPIPTAMKY Zy0YC
DEBxS5YVAZRTVEIWV7g3IwlL xs6wKbDOviDIXEqvgY PttmAMTRPCOcnSriUWzObGIS
PgR5DA71qgpawliwQSUYhzxbngnRBRrghvGeORKwIDAQABAOIBAGqDedsmoby/mCOb
bArTi3wnthbXdF EtVNHW4/czZKQMicmic 7/AUtv X X OmOQMegGIWAIONOINp27S22HFH
8G1TESSEQOMESpLAVOIBM 1 vXePt4BtlGOdEacCdTHIP/PGGFhQ+ 1ZARNBhr2M8yh
3LribgY SvacEc1te7/8WI2saAbR 7 7TIOSIVD2yy+Q76HG abOQOmMmdReFk 720p 1hy Pt
YWETNRL7ZMVoNdhDIPHbGzqOdY +Q1PQGeXiBgvdpaAbl sfyPdclt2/EF yeQuwviAahp
O0CE+7/63RIDXUTLUIJMIEIZY FgUrCvMBE ZrgSCO 1 xSKERIPIEAqyhphKMUuzoziqZ
SelUINKCggYEABGQOKSOXAGXPKSRqQUrcOps38MZoS594vghtJRJI7Z2vInINDY foNE 1
HKz9cRMhvdFSduEgqmaH 71t 1pcJSIY 1/RksSWIOIX G xSWbHxF+WiYriMGaDVTN7hFhuMc
MY 45IxbZky8QuieualR Iyb4adOsY xMug90EBhd7Ic+dINnEXKI9Pw+kNAd8CgYEASGrp
eh3qy i OECS1ITJoKwM sV IXEG 7r2X2mPSY x01dmN/Se3RVMrx4TEuNnzXN 42586
AVBKA41LrNd47 TH7THEBZ2RYBEB8xARPG/MOQEBevTAWTGUGOHF +whVVgmSQhFriNAGK+ 1D
DOrvmOrdZkneiuelezY hjgkqsgOIBXIMSGXLVJUCgGYEAhgw366L/OJKG TIdS W+
XttvBVQIWDHY al pqWSysGunSnCp386tb0QNOSqy/NY AVIhdhUSdHSRR3IMGgxomf
2 GJIgIm79xMYN3BLeLEAOJ4LgIAUHGOANYBAASITMMIKSS8+d3TYPKDaAbL) fw
B+8LCcCOIZTNVMAhWXOhTdUsSCgYEAINeSMEugVa4/Xael M7ryCSLJJIEBSO0O0IO3MI
TufYSOh3k+CSDrgPprRIF9/LGIcOFB4IpEIwVwImMdhtAQ M Wqasm+6i90QCSIvirO )
RQQUEGROrJpYIRDFRU TZ20IgJWVsDEFBrESnwGVHMY XIe7IPZY I EuCuZF XPD1WXZL
07walalCg¥YBISBFDNwWEsSCVIBOwWrF+OPurddm/vSBtVE1U/JJvxIZQBWz4r4BwEPC
GIPOVaM3jczgy3MWVCTUNMSBPIBN ThKITY 4o+ vmZG2myn3Do3w7rqRkOwTlyB/cxc
V+QBWQOYYEJpH+7hhPGmzaF iSwsejSzrnJR+Kiy WS+ 1IZFkCv+T7iIQ==

END RSA PRIVATE KEY -

Figure 47: Sample of Private Key
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d) Sample of CSR File

—-—BEGIN CERTIFICATE REQUEST-—-
MIICBTCCAdKkCAQAWeZELMAKGATUEBhMC TVKxCzAJBgNVBAgTAKIMMQswCQYDVQQ

H
EwJXUDEQMA4GATUEChMHTXIDbG VhelELMAKGATUECXMCQUQxDDAKBgNVBAM TAO
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5teTCCASIwDQYJ
KoZIlhveNAQEBBQADggEPADCCAQoCggEBANJNhrQCqPg6fg/Wi+LHMzdghggUQwap
4+egWTP/mcAXHINtrvVQ3sNzZKURpSePkm4buT/410ar 7Y 595QsrDcAbIGIvS/gxH
2ZDIR3LaUMWxnNNQWMQAIL3UPT7ex7J 1Q89PYeF pfIMWIVYB2yFRCeNGY 71ZzBuYWm
0tQJIJIQE3¢c6F ZHDKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvagnPhkUEPgqqsB
9z0lj420wJpG GetGAga/MeWF XdibU 1RNa1ed4NycC8bOsCmwILBwW7VxKr4dGD7bZgJ
kzwyXJ+alFszmxpZU4EeQ+O7aqWsNMEEIGIc8WS4J0fEaGofxntESsCAWEAAaAX
MBYGCSqGSIb3DQEJAEJEwdte WNSZWFyMBcGCSqGSIb3DQEJBZEKEWhwYXNzd29y
ZDANBgkghkiGOwWOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQhIGGi+2frdx3h90ou
qWpfppgbBuGWekvEmMOj20YAtglA+O34bsBD8Wkbp8qyBMOIb2mIvg0f8T4c/ak)
Vp6eqtdNI7SL1pP5GgQQGMKYSVIGTB+6CF TgBWymkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7prROIHYWGpEErUAZ8XH/Y q3gvanQrAnZ9cHVEFLhde/pt
OhYk6DEuvup4pGFHqRp3QQ32M020HCEFtU30e5CPwcjGeqQIibTOtTLY ejfsPKkb7
EMde030MSbOWT8G 1/p0EQF quBRjUyIIhHIUIBG2VAZv3pBNIvA==

END CERTIFICATE REQUEST

Figure 48: Sample of CSR file

3.3.1.1.2 Linux Platform
1) Generation of Private Key and CSR at Merchant’s/TPA’s End

a) Generate a private key and CSR using OPENSSL command
= Command to generate Private Key = Openssl genrsa -out EX00000298.key 2048

=  Command to generate CSR = openssl req -out EX00000298.csr -key EX00000298.key -
new -sha256

** Note: EX00000298 will be the Exchange ID provided **

Figure 49: Generate Private Key

b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

t = d to enter ir r )4 t will be 1

Figure 50: Information in the certificate

© 2020 PayNet. Internal Use Only Page 29 of 36



Guidelines on Exchange Certificate Management (V1.7) Doc. Ref. 600-30/3/0001274

c) Sample of Private Key

----- BEGIN RSA PRIVATE KEY -
MIEpAIBAAKCAQEAOKZGIAKO+*Dp+D9aP4sczN2CGCBRDCNS6BZM/+ ZwBcocelU22u
GVDew3IMpRGNIM+SbhuSP/AXRgviin3ICysNwBuPqQWSL+DEMNKkOVHctpQOxbGcec2dBa
ZACIVAQOP1ZHsSNVD z09h4 WIS XY 19gHbIVFw3pjuVnM G Shabs 1 AkmoR/dzoVkdsop
8ZxIMHa1S53RIXqaKkKB22gIBCP1IWIKG2z8K+qc+GRQAQ+CarkH3OIWRPIPTAMKY Zy0YC
DIBxS5YVAZNRTVE 1r'V7g3Jwl xs6wKbDOviDIXEqvgY PitmAM TP CO9cnSrUWzObGIS
PgR5DA471gpawliwQSUYhzxbngnRBRrqhvG eORKwIDAQABAOIBAG qDedsmob/mCOb
O

bArTi3wnthbXdF EtVNHW4/czZKQMIicmic 7/Utv XX XOmQMegSIWAIONSfnp 27
8G1T6SSEQQMES5pLAVOBM 1vXePt4Bt)GodEaeCd 1HIP/PGGFhQ+1zZARN8hr2M8yh
BLribgY SvacEc1te7/8WI2saAbR 77H1OSIVD2yy+Q76HG abQmMmdReFk 720p 1hy Pt
YETNRL7ZMVoNJhDIPbGzqOdY +Q1PQGcXiBgvdpaAblLsfyPdct2/EE ycQuviAahp
OCB*?/BR-DquLUJmtEfZYF% rCVvMBE ZrgSCO 1 xSKkERIPIEAqQyhphKMuzoziqZ
SelUINKCgYEABGQOKSOXAGXPKSRQUrcOps38MZoS594vghtJRJI7ZvInNINDY foNE 1
HKz9cRMhvdFSduEgmaH 7Lt 1 pcJSIY 1/RksSWIX G xSWbHxF+WiYriMGaDV TN 7hFhuMc
MY 45IxbZky8QuieualR Iyb4adOsY xMug90EBhd7ic+dINnEXKIPw+kNJAdSB8CgYEASGrp
eh3qyOECS 1T JoKwM sV IXDLG 7rX2mPSY x01dmN/Se3RVMrx4 TEuUNnzXN 42586
AVBKA41Lrd7TH7HBZRYBEBxARPG/MOQEBovTAWTGUGOHF +whVWVagpiSQhFriNAGK+ 1D
DOrvmOrdZkneiuvelezY hjgkqsgO IBXIMSGXLVJUCgYEAhgw366L/QOJKG TIdS VWL
XttvB/QIWDHhY al pqW5SysGiSnCp386tb0QNOSqy/NYAVIhdhU8dHS5RR3MGgxomf

zanM G JIgIm79xMYNIBbelL EAOJ4LbgAUHGOAhyBAASITMMIKSS8+d3TYPkDaAbJ fw
B+8LCCIZTNVMAhWXOhTdUsSCgYEAINeSMEugV4/Xael M7ryCS5LJIEBS000IO3MI
TufY90h3k+CSDrgPprRIF9/LGtcOFB4IpEIwVwImMdhtAQITWaqsm+6;90QCEIviOJ)
RQQOEGPRPOrJpYIRDFRUT20I1gJWVsSDEFBrESnwGVHMY Xte 7IPZY I EuCuZF XPh1WXZb
07wala0CgYBB8BFODNwWEsSCVIBOwrF+OPur4d4m/vSBtVE1U/JJvxI2QB8Wz4r4BwEPC
GIPOVaM3jczgy3MWVCTUNMSBPIBN ThKI1Y 4o+ vmZGi2myn3Do3w7rqrOwTly8/cxc
V*QBWQOEAEJ pPH+7hhPGmzaFiSwsejSzrnJR+KiyVS+I1IZFkCv+T7iIQ==

PRIVATE KEY -

Figure 51: Sample of Private Key

d) Sample of CSR File

—-—BEGIN CERTIFICATE REQUEST-—-
MIICB8TCCAdkCAQAwWezELMAKGATUEBhMC TVKkxC2zAJBgNVBAgTAKIMMQswCQYDVQQ

H
S:JXUDEQMA4GA1 UEChMHTXIDbG VhelELMAKGATUECXMCQUQxDDAKBgNVBAMTAO

ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5teTCCASIwDQYJ
KoZIhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/\Wi+

4+egWTP/mcAXHINtryVQ3sNZKURpS

2ZDIR3LaUMWxnNnQWmMQAIL3UPT7cx7J 1Q89PYeF pfMWIVYB2yFReNGY 71ZzBuYWm
0tQJIIGE13¢c6F ZHBKKIG cSHXx2tUud0fVEmigds4JQQjOVIShs/CvanPhkUEPgqq5B
9zolj420wJpG GetGAga/MeWF XdibU 1RNa1e4NycC8bOsCmwILBw7VxKr4aGD7bZgJ
kzwvXJ+alFszmxpZU4EeQ+O7aqWsNMEEIGIc8WS54J0fEaBofxntESsCAwWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsZWFyMBcGCSqGSIb3DQEJBZEKEWhwYXNzd29y
ZDANBgkghkiGIwOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQIG 6i+2frdx3h9ou
qWpfppgbBuGWekvSmMOj20Y AtglA+O34bsBD8Wkbp8qyBMOIb2mivg0f8T4c/ak)
Vp6cqtdNI7SL1pP5GgQQGMKVSVIGTB+6CFTgBWymkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7pjrROIHYWGpEErUA28XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHaRp3QQ32M020HCEF U 30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030M5bOWT8G 1/p0EQF quBRjUyIIhHIUIBg2VAZv3pBNIvA==

----- END CERTIFICATE REQUEST----

Figure 52: Sample of CSR file
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3.3.2  Existing Key

=L
.

! }

Diagram 6: Process of Flowchart for Production Environment of Existing Key

3.3.2.1 Procedure for Exchange Certificate Request

3.3.2.1.1 Windows Platform

1) Generation of Private Key and CSR at Merchant’s/TPA’s End

a) Generate CSR using existing private key

= Command to generate CSR = openssl req -out EX00000298.csr -key EX00000298.key -
new -sha256

** Note: EX00000298 will be the Exchange ID provided **

Figure 53: Generate Private Key
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b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

Figure 54: Information in the certificate

c) Sample of CSR File

—-—BEGIN CERTIFICATE REQUEST-—-
MIICBTCCAJKCAQAWeZELMAKGATUEBhMC TVKkxCzAJBgNVBAgGTAKIMMQswCQYDVQQ
H
EwJXUDEQMA4GATUEChMHTXIDbG VhejELMAKGATUECXMCQUQxDDAKBgNVBAM TAO
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5SteTCCASIwDQYJ
KoZlhveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/Wi+LHMzdghgaUQwap
4+egWTP/mcAXHINtrvVQ3sNzZKURpSePkm4buT/410ar 7Y 595QsrDcAbIGIvS/gxH
2ZDIR3LaUMWxnNNQWmMQAIL3UPT7ex7J 1Q89PYeF pIMWIVYB2yFRCeNGY 71ZzBuYWm
0tQJIJGEI3cB6F ZHDbKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqq5B
920l 420w JpG GetGAg4/MeWF XdibU 1RNa1e4NycCB8bOsCmwILBw7VxKr4GD7bZgJ
kzwvXJ+alFszmxpZU4EeQ+O7aqWsNMEEIGIc8WS4J0fEaGofxntESsCAwWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsZWFyMBcGCSqGSIb3DQEJBZEKEWhwY XNzd29y
ZDANBgkqhkiGOwWOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQOIGGi+2frdx3h90ou
qWpfppqbBuGWekvSmMOj20YAtglA+O34bsBD8Wkbp8qyBMOIb2mivg0f8T4c/ak)
Vp6eqtdNI7SL1pPSGgQQGMKYSVIGTB+6CFTgBWymKkQ6fydyF5Zm+WKVXhXGEOXd
99JcT30T4n0Sihc2qB7prROHYWGpEErUAZ8XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvupd4pGFHqRp3QQ32M020HCEFtU30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030MSbOwWT8G 1/p0EQF quBRjUyIIhHIUIBG2VAZVv3pBNIvA==

END CERTIFICATE REQUEST

Figure 55: Sample of CSR File

3.3.2.1.2 Linux Platform

Generation of CSR using existing private key at Merchant’s/TPA’s end

a) Generate Private Key and CSR using OPENSSL command
4 Command to generate Private Key - Openssl genrsa -out EX00000298.key 2048

5 Command to generate CSR —> openssl req -out EX00000298.csr -key
EX00000298.key -new -sha256

** Note: EX00000298 will be the Exchange ID provided **

Figure 56: Generate Priate Key
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b) Information that will be incorporated into the certificate request. Please leave A
challenge password and An optional company name blank.

Figure 57: Information in the certificate

c¢) Sample of CSR file

—-—BEGIN CERTIFICATE REQUEST-—-
MIICBTCCAJKCAQAWeZELMAKGATUEBhMC TVKXCzAJBgNVBAgGTAKIMMQswCQYDVQQ
H
EwJXUDEQMA4GATUEChMHTXIDbGVhelELMAKGATUECXMCQUQxDDAKBgNVBAMTAO
9u
ZTEIMCMGCSqGSIb3DQEJARYWemlkenVhbkBteWNsZWFyLm9yZy5SteTCCASIwDQYJ
KoZihveNAQEBBQADggEPADCCAQoCggEBANJINhrQCqPg6fg/Wi+LHMzdghagUQwap
4+egWTP/mcAXHINtryVQ3sNzZKURpSePkm4buT/410ar 7Y 595QsrDcAbIGIvS/gxH
2ZDIR3LaUMWxXnNNQWMQAIL3UPT7ex7J 1Q88PYeFpIMWIVYB2yFRENGY 71ZzBuYWm
0tQJIJIQE3c6F ZHDKKIG cSHx2tUud0fVEmigds4JQQ9VIShs/CvanPhkUEPgqqsB
9z0lj[420wJpG GetGAg4a/MeWF XdibU 1RNa1ed4N ycC8bOsCmwIlLBw7VxKr4GD7bZgJ
kzwvXJ+alFszmxpZUHEeQ+O7aqWsNMEEIGIc8WS4J0fEaGofxntESsCAWEAAaAX
MBYGCSqGSIb3DQEJAJEJEwdteWNsSZWFyMBcGCSqGSIb3DQEJBZEKEWhwY XNzd29y
ZDANBgkghkiGOIwWOBAQUFAAOCAQEAHeGgHM30zCuu18gUWRQhIGGi+2frdx3h90ou
qWpfppgbBuGWekvSmMOj20YAtglA+O34bsBD8Wkbp8qyBMOIb2mivg0f8T4c/ak)
Vp6eqtdNI7SL1pPSGgQQGMKYSYIGTB+6CFTgBWymKQG6fydyFS5Zm+WKVXhXGEOXd
99JcT30T4An0SIhc2qB7prROHYWGpEErUAZ28XH/Y q3gvanQrAnZ9cHVEF Lhde/pt
OhYk6DEuvup4pGFHQRp3QQ32M020HCEFtU30e5CPwcjGeqQibTOtTLY ejfsPKkb7
EMde030MSbOwWT8G 1/p0EQF quBRjUyIIhHIUIBG2VAZv3pBNIvA==

END CERTIFICATE REQUEST

Figure 58: Sample of CSR File
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3.3.3 Method for CSR submission

3.3.3.1 Submit CSR file to MSC Trustgate for Approval
a) Submit the CSR to the following URL:

https://www.msctrustgate.com/mytrustid/enrollment?qg=paynetfpx

PAYMENTS NETWORK MALAYSIA SDN BHD TRUSYGATE
(FPX) uuuuuu TRANSACTION. TRUSTED BUSINESS

Certificate Enroliment Request

Payments Network Malaysia Sdn Bhd

O_ 2 " 4 A

Instructions

Enrollment Instructions

Please road and understand the En

Select package
Application Info
Complete

Figure 59: MSC Trustgate Portal Page
b) Click Next button

PAYMENTS NETWORK MALAYSIA SDN BHD TRUSUYGATE
(FPX) uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

lew Certificate Enrollment Request

Payments Networ

(] 0 s . 5

Instructions Package & Pricing

Malaysia Sdn Bhd

New User - Digital Certificate - 1 Year - RMO

Back Next©
Figure 60: Select package page

d) Click Next button
e) Paste your CSR file into CSR information field
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PAYMENTS NETWORK MALAYSIA SDN BHD

(FPX)

Certificate Enrollment Request

Doc. Ref. 600-30/3/0001274

TRUSYGATE

()
W/

Application info

CSR Information

Figure 61: CSR Submission page

f)  Fill in Application Information and Certificate Information then click Next

Application Information
e

Malaysian

Mohd Rozairol Azwan
fyKad N

780923115783

test @ paynet.my
fabile No *
0133037627

Payments Network Malaysia Scn Bhd

Figure 62:

© 2020 PayNet. Internal Use Only

Certificate Information
c‘: kko.prod.int.paynet my
‘Id.:ali-‘ payneL.my
‘l:.x:.:a;u:?-w

Ext

Testherchant Sdn Bhd

Online enrolment form
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f’AY)MENTS NETWORK MALAYSIA SDN BHD TRUSYGATE
FPX

SEGURE TRANSACTION, TRUSTED B

MNew Certificate Enrollment Request

Enroliment for new client digital ID for Payments Network Malaysia Sdn Bhd

© © © © :

Instructions Package & Pricing

Application Info Disclaimer Complete

Digital ID Suberiber Agreement

SUBSCRIBER AGREEMENT

PLEASE READ THIS SUBSCRIBER AGREEMENT ("SUBSCRIBER AGREEMENT") BEFORE APPLYING FOR, ACCEPTING, OR USING AMSC
TRUSTGATE.COM's CERTIFICATE OR DIGITAL ID (“CERTIFICATE" OR “MYTRUST ID"). IF YOU DO NOT AGREE TO THE TERMS AND
CONDITIONS OF THIS SUBSCRIBER AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE THE CERTIFICATE

1. Certificate Application and Description of Certificates

This Section details the terms and conditions regarding your application (“Certificate Application”) for a
Certificate and, if MSC Trustgate.com (“MSCTG") ac

your Cartific

Application, the terms and conditions regarding the use of the Certificate to be issued by MSCTG to you as a “Subscriber” of that Certificate. A Certificate is a digitally

| hereby confirm that all the information given for this application is true and accurate and have not withheld any information tha
By signing this application form, | also agree to be bound by the terms and conditions as stipulated in Client ID Digital Certificate S
made thereto from time to time.

would affect the acceptance of my application.
ascriber Agreement, and any amendments

Figure 63: Confirmation on CSR submission

PAYMENTS NETWORK MALAYSIA SDN BHD TRUSVYGATE
(FPX)

BECURE TRANSACTION. TRUSTED BUSINESS.

Mew Certificate Enrollment Request

Enroliment for new client digital ID for Payments Network Malaysia Sdn Bhd

Instructions. Package & Pricing Application Info

Disclaimer

Complate

v

Congratulations!

Your request has completed.

Your application will be

will only be processed and emailed

For assistance please

to support@msctrustgate.com or call our support team at +

An email has been sent to you with the access code to

login to MyTrustiD

Login to MyTrustlD Portal

ck your requ

nd do certificate management

Figure 64: Confirmation page
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Your Digital ID is ready © S « ~

@ noreply@msctrustgate.com <noreply@msctrustgate.c... Friday, 27 January 2023 at 11:23 AM
To: @ Mohd Rozairol Azwan Hassan

Dear MOHD ROZAIROL AZWAN BIN HASSAN,
Our Administrator has approved your Digital ID request and ready to be used.

Please find your digital certificate below:

MIIEJJCCAW6gAWIBAgIQEOHjUGaefe6B2lcFefPIEDANBgkghkiGIwOBAQsFADBNMOsSwCQYDVQQG
EwJNWTEQMC gGA1UEChMhUGF5bWVudHMgTmV0d29yayBNYWxhe XNpYSBTZG4gOmhkMRIWEAYDVQQD
EwlQYX10ZXQgQOEwHhcNMjMwMTI3MDAWMDAWWhcNMjQwMTI3MjM10TUSWjBhMOswCQYDVQQGEWJIN
WTEVMBMGA1UECBQMS3VhbGEgTHVtcHVYMRUWEWYDVQQHFAXLAWFsYSBMdW1wdXIxJDAiBgNVBAMT
G2FwaS5jbnAucHIVZC5pbmVOLNBheW51dC5teTCCASIWDQYJKoZ IThveNAQEBBQADggEPADCCAQOC
ggEBANDNVZNDI9FGBSKuepcliFhoyA6bSxkv1EOWs050gsuxPc5KyTalIwwrKTN8XVRvOwkvy2g7z
/wb9t4rNyVM7ATal/VH9 jOzS2Es49N+uRmZ f1rxgTRjzsesKehHjXm5NrGGAKpSmIwI15LXS640S
nZiLw/0Vc21leM6VXkwUOToS5w/HiDhaE+AODijsgIl3ZlpwcTRbygxgZeUdHy/e4GIBcNgCAWLS5D
ySYP9XWG6hWMQZ2AUEQOZJQENT j7Kkbz9jZeIEe8FzBIJ61oHY08hOVW1ST3sK0VPger+//I02ScFO
KeM5RreDy0fcPwaBmCYG3GYeivgAHemc9GTBIUF 1Sp8CAWEARAaOBTTCB6 JAMBgNVHRMBAL 8EAJAA
MA4GA1UdDWEB/WQEAWIFoDAdBgNVHSUEF jAUBggrBgEFBQCDAQY IKwYBBQUHAWIWQWYDVRO £BDWwW
0jAdoDagNIY¥yaHROcDovL2NybC5tc2N0cnVzdGdhdGUuY29tL1BheU51dENBLOXhdGVZdENSTCSj
cmwwHQYDVROOBBYEFNjhgJjpNtzDiRaDA42s8W7vemHPMB8GA1UdIwQYMBaAFMRhnLdgWKS60Dw5
va2a6omf1/RyMCYGA1UdEQQfMB2CG2FwaS5 jbnAucHIvZC5pbmV0LnBheW51dC5teTANBgkghkiG
9wOBAQsFAAOCAQEARNpSPeX6ZuBovaRFK2cXPX98uceV2GecY+bLicX17zcchMQFP6T71/7wg0721
jljC/svubrIptGsjPEW7uUK54 7BpStgyrcwuFgtxF5q3j6uidermlI/iOK5P1svtzMavX6biNNFo
S04U3baC¥CePGMyOUw8f0E9/Ff1tZsy9piKgz9Gr/OEpgmad4QyYbzdDGKOg4GOPr1iVIw8RMxkA
HQYW6pnB/hRTrN299s0JIY4DDvvnDySclrpS0Sza7us fudv8IRawYFyNnHkh701YLCWIkwexNXg7
2WJ/cROWYQHLENBzrQKKjd1JjdgTZkhiL0I7WrX4zRF3cw8EptJInmQ==

————— END CERTIFICATE-———-—

Please do not reply to this email. If you need further clarification, please do not hesitate to contact us by email
to support@msctrustgate.com

Figure 65: Certificate will send via email from noreply@playnet.my

3.3.3.2 Keep the new exchange certificate for your reference

e Merchant to ensure to use correct Private Key and place the Private Key into correct Path.
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4.0 FPX Certificate

4.1 Download and install latest FPX Certificate

= Go to https://exchange.fpx.prod.inet.paynet.my/

= Go to Certificate

=  FPX UAT Cert (fpxuat.cer) — UAT environment

=  FPX Production Cert (fpxprod.cer) — Production Environment
¢ PayNet

Payments Network Malaysia Sdn Bhd (836743-D.

Admission - Technical Specification - Guidelines - Certificate -

Guidelines on Exchange Certificate Management

Welcome to FPX Exchange Portal! (G FPX Certiicate for Bank
) FPX Certificate for Merchant

FPX Certificate for Bank
FPX Certificate for Merchant

FPX is a secure and real-time payment system that leverages on the participating
transactions are secure. Every transaction is heavily guarded behind your custom

Jthentication and certification to ensure all

For businesses, all you need to do is to register with any of the participating acqui. ... .- B S eem prmmmme oo SiMple integration process. Payments made
by your are credited into your accounts upon completion. The key benefits of FPX are:
Real-time

« Immediate processing and crediting of sales proceed
« Real-time message notification of payment status

Convenient & Low Cost

« Easy payment cart integration

« Ease of reconciliation for multiple banks through a single channel
« Online Webview access for online payment status

« More cost effective as compared to card payments

Reliable & Secure

« Highly secured authentication and certification
« Payment information/reference

+ Auto-debit reversal feature

+ No chargeback

In order to serve you better, this FPX Exchange Portal is established as a platform for all merchants subscribing to FPX to have access to FPX Merchant Integration Kit comprising all
the necessary manuals, documents and tool for the integration with FPX system (e.g. Basic Integration Guide, sample coding, certification manual and etc.).

Next —

© 2022 Payments Network Malaysia Sdn Bhd (PayNet) 200801035403 (836743-D)

Figure 26: Merchant/TPA and Bank to download the latest FPX Certificate from the Portal

4.2 Renewal of FPX Certificate

4.2.2 Below is the naming convention that has to be followed for renewal process:

=  UAT - change from fpxuat.cer to fpxuat_current_cer
=  Production - change from fpxprod.cer to fpxproud_current.cer

Note: Refer to Sample Source Codes for FPX document on how to incorporate the renewal
of FPX Certificate function into Merchant’s existing system.
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